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Intrusion Detection Based on Improved SVM Active Learning

HUANG Shuang-fu, CHEN Xian-fu
(Department of Electronic Science and Technology, University of Science and Technology of China, Hefei 230026, China)

Abstract: In the study of the intrusion detection, the SVM based active learning algorithm can reduce the sample com-
plexity. Aiming to improve the inferior quality of initial training set resulted from random construction and avoid the
propensity to suboptimum in SVM based active learning algorithm, a modified algorithm was proposed. It both incorpo-
rates the algorithm of constructing initial training set with kernel — based clustering and the scheme of probabilistic query
based on the distance criteria. The experiment result shows that the proposed algorithm needs less samples and is more

stable under the same detection performance condition.

Key words: intrusion detection; active learning; support vector machine; sample complexity

1 5l&

AR B AR R W 4 % 2B R R
RGBT HEMA T ARG R LY, fi
ERGAGBIRMGEN M | BT RN, 2E
AMARKERBIRK— P EET W RMIATETE
RBHYIGEIE , DAREA G IRE B A R i
ZAkRE N

N T FEVNGRRE AT R A BRI 48 358 T ARIEA
R E R, R3] R TR P EIAT SVM
EREIEWE . ZERYR 12T SR FORBARL M |
TR R AR A, B E S R R R AR
WGk, FAR T2 MR E T . ZEEVIE B 1R
YIGRERE A B A 5 T4 B B A R 45 RV 9 32
WA I AE R A SR, SRR T — RS S B ST

YWRBHRE: 2000-02-13; B HHA: 2009 - 04 - 13

RAEMVIEVIGREM BT I, F 75 B B A N A9 267
ESIATHBERRENG. ARKNLB RN, 58F
ML, XFEERARBNAEA R RE MR

2 XFHEENEIEIEZ

2.1 XHFEBYRE

XEM BN (SVM) B —FMETHEN¥EI T
BB T A S RZEART 2058, A
& Mercer 5 1F I SR BOR HAE K B B — 1 &
YEFFAE 25 18] (BBREZ =S 18] , (5 AR AR 2 (6] P e
A4y, I — AN B KR B T AR D 43 25 THT , AT
PG RBEZALEE S . Blgh&

D, = {(xl,yl)’(xz’yz)"",(Iz,yz)%
KH,z, € R, y € {-1,1} , MIEZR K(x,2)



76 B T2 SR

2010 48

BB AT B S [R) v, B O (8] A F T T 388 1 K
T EERALFRERG

: ‘
max > a; — I/ZEyzyjaiafK(zi,xj)
iT1 =1

s.t.Zyiai =0,a,—>0 (1)
SRAR TR IS HE - 7 R H
2lalyK (zi,z) + 67 =0 (2)

A, a, HPHEEHEET. RENARLEPH
Karush-Kuhn-Tucker B 4MERI 51, RA KR HE
SFHEBIREAR ST R o JEF, 3 SRR O X
Frm &, AR SR E T o AF. X
EREXRFNECE T EMBYENTALER
B ARR S H i B A T i A R S
2.2 SVM XHEIHE

BRI R AL 38 07 B, T LAY S 35 1 B ALY
2] 75 KA A E BBy s B, ISR
AR T 7 R A L BE ML B o) e
DL Eh 2 X R A IR B AT MEED)
2T F VNG ARRYE S~ BERE TR,
HAE R 5 A IR AL BOR IR 2 S W B, Bk
MRME L 1 PR,

HY:1:SVM E3¥IHE.

RERIREREALE D, , HGHEE D,.

(1) M\ D, PHENLIER D BAEA TR AR,
HHAGBARINGE D,

(2) SVM¥E D, L4k, 88— W1HG 458
1B

(3) MBPEAEBEAENM D, hEFHRERT
SrRMREMAEA SR ELRFIMA Dy

(4) SVM EEF 58 D, FEHIIG;

(5) HRBERFMHR, BEL L ; B NIE [
HHE@3).

BEA RN R R B ES# I K
5, BEXRARB R R R RN TAER B .
BUAT A KA 3 F 45 4 AR A 25 A S ST, B s
¢ 1] B A8 R B0 28R 1 ok R A A TS AR
T, Bz MR, R

!
x = argrgigl | Zai*yiK(xi,x) +b6* 1,
x u i=1
xiEDl (3)

B S HF [ BALAYRE RURT AL, RARER A B 2 26
TET B T A T R B Y S 1) R, AT A AR

A6 FT 2 2588 1 L SR T 3 2R B L X R SR M A o 3
BREAMTH LRI NERRE—-SET, M
T 9/ 11 25 BT T s A AR N
2.3 HEmMIWMEXH

WA SR, XM BN R R RS
[E] g — NP H . RERTIR ISR N 5R18 Bl
HBETECH H,, Eh 8|y H,, W SVM £
SRR H MH, 0 H, A ERRAERE.
R H H5H, ZEZFB/N, WAl LG8k >
TR RS TER) 36 YN 5 55 BUEAH R] B 15 150
T AR YRR A AL ZS (B A % LU B, 2 ]
B3 H — R R ZREBX BN S EER, M
DU (MR RANE H, M H, 2R R, R
VIR R A FEAL ZS (B S0 A LSy B B — B AR
%, %8 H MG/ TRENSEER, 18
H, 5 H, HHEHE TH-SHRE. TEXPR
H—Fhgs s K KRG EN R
KPR RAREREASE D, B RIRE K D, ¥
S NEBUHE D,y,Dyy, Don, MR EBHEPHAE
HEEAR (—BRABEPOEER) WEMHIIGE,
H; AR EINGRIrs 5258 F | . X TRt
Tk, T EGAE T A VI G PR I B R
BENELRIRG TEFES.

FIMEESFI R, YR E H 5&HA
BYEHEH, SEFAE —EER EREEHRAN
B H. M (3) 43R 5 B2 A N A LA 24 BT A8
H H AZ%, A e R A By e ) B R
A 2 W, AFAE > BTG 43 28 T YE LA IE 0 ot i S B
H,, RREFAS — MR M 532618 . ik, SCHh LABE 2
ARG SERE, 8 T — P S B LE .

#on HEENGERFEARNR

(1) EEBYLHMNRIREREASE D, BET(n)
AMEAR BN D* = {zff 2§, 2kl

(2) RIEMXA T(n) BREFEA D EERIRE
FEAS, AE K

l
x = arg min | Zai*yiK(x,-,x) +b67 1,
€p* =

z; € D (4)

BARE T(n) 18R 1, MLEEREER T4
I BEPHMEYEE R L EH T(n) ARER
FRIEREAZE D, R BB, WX R R R T
JR B R A ES T(n) WE:MEE
E%ﬁ nl,nz,% ni < nz,ﬂﬂ T(nl) < T(”lz)-‘
i, T(n) PP RIRERT 1 WRRE, B T(n) =



%3

HAUE, % BT SVM E 3% I R AR 77

n?,p > 1AW BRI, T (n) BN, RN
T BA —ER L, ZNHARSE A H S5 H, 1)
TR 72 T T A 0 2 T 40 28 o o A R A L T AE
BYEEH, T(n) 8K, UG A AL E S,
IR T H, B

LALLM SVM 82 5 B BRI A
WA 2 PR,

B 2. MR SVM EshFE I Bk

BRIEARTEREALE D, , AR D, W15
G Ny, YT FREARE n.

(1) ¥ D, TEZZ BRI, W48 Ny TERAHE,
WA RBE P RERMEREARWE D

(2) SVM ¥ D, LII%ERIH] ;

(3) n = Nog+1;

(4) M D, HHEHLTE T(n) MR, 2f , 27,
o 2 By R AP RE B B XY B R O T S B RE A x
PREEREIMA D,

(5) SYM EE#H G D, B EEH IS

(6) n: = Ng+1;

AR R R — e, B RS HR S
W2 5R4).

3 EXRBRERSH

3.1 SCISHUE

SEERHCHE R F AR A T BIF 5 40 R A AT
LA KDD cup $E4 . i BHEE LT KL 500
TIARBAR LR, B AR ER 2 N ZE T W 45 3R 5 TP B L I
7 TS A AR P 48 B4 P AR 4R 1 2 1Y 41 MRRIE AR
B R, EATER R R M & A T HE B ASIE
. X IEIC RS B IE: DoS, Probe,
R2L, U2R Y25 4 B LA K 1F 8 $8% (Normal) .

L, N KDD YIEREE AR % $E 5 000 453K
WEAE B A 5 BB SLPRM 4, IE 3 50 i &
Wi KR EBIERE, H ISR, IEH A
BinZ TREEAE HFHEREHFASEHEHAX S
B B 00 Fh o i 26 8 R B N KDD 38 48 vh e %
10 000 PHARAE 2 A A, B4 AR 4
R SRR SR
3.2 XRERSHH

AT EEHIEN AR R E AT PERE, &
FE ST AR BTEAGFE bR

Kol = IE 8 5 A A AR/ B A 8L

BRERLE = IEH RS 0 B8 AR

EHIIEEREAEL

FRE=FEEAEESTNEFHEAS /B
MBS REAR

AT RAES R TR B A B, AT B 6
FETEXAFREAREINREET ,SYM 3%
B, EHEIELEE TR B BB E (p B
1.5, hERE) = EImHARBENLESER. B8
SEE R BOEERX =R B et b S R gk
1 FRt.

F1 ZARLHRVLRSME L EREEY

FE BR% BEE% WEER% A
wahESd  97.37 0.91 2.12 1000
¥ 97.37 0.78 2.37 276
AXHE 97.37 0.82 2.26 211

TR 5K R EARERZE, 5
SVM #3112 SIAH H, SVM 8% 3 B ik 78 /N A
PRUEREARAE | BV AT AR AG B4 (R A T AR, AT g/
TFIAREREAMN TAE, 7 Hf 8 SVM E3h%
B Al — UG AR B RS 97.37%
R RN ZE, SO 4R Ot v R TR U SRR A 24
SRR EFFE B 3/4. LA A, =R E BT
Xof 1oz A I 28 A s o O 25 AR I U e A 503 T 22 L
PG M/, R BE H 2 3T B vk o R A Y 8 g
RBett. MAXA RN EREZRE LK TRERES
S8 ENGEMEMERIMNEL T, RIE RS

4 LEFRIE

R ARG N SRR A BT i = 5 )
BRI T — MR SVM E¥ B Witk
BB, W A A A A% 25 (B R 2K i e R R 2K
BEAMBWIE VIS, LRSI AR B B8 s 7E 78
g ) BB, LARE B v D A, 5IA T BEERLEFEAL
i, 155 5 BERE AR A L PRI S S . S
SRR, O RS T AU VI GRAe A R, A RO
AR AN 3R TR R G TR

BSEH:

(1] HRE, L. AR EHE 45 28R - PCANN{]].
2 5181, 2007,24(9) : 126 — 129.

[2] sk, FLERE ., XK. EF R/ R B M2
Iy IDS Ry W3 o v 1 [T ] s 2% 51581, 2008,
25(11):171 - 174.

(T#% 82 R)



82 B T2 5 HEHL 2010 4
Throughput min0 WJQ%AHEE‘E%% s jggﬁ(‘; DSP %H‘_t W]g%%i\%mmﬁ
O T revezbar e ayANEE S
soq{ e
§0'5 —&— 8vcdbuf é}%iﬂ_
é 0.4k (1] Benini L, De Micheli G. Networks on chips: a new SoC
& paradigm [J]. Computer, 2002,35(1): 70 ~781.
30'3- [2] Coppola M. OCCN: a network — on — chip modeling and
%00.2‘ simulation framework[C]// Design, Automation and Test
EO.I R in Europe Conference and Exhibition. France: Grenoble,
§ 2004(3): 174-179.
0 0.l1 0.I2 0f3 0.l4 01.5 OI.6 0..7 (;.8 Ol.9 1.0 [3] Jalabert A. Xpipes compiler: a tool for instantiating appli-

Injection Rate(fraction of capacity)

6 BEEFHERTAR VCENER/INEMLE
®1 FRABHARXEFARDRRETHELE

JH—1k nEH

b i Uniform Neighbor Transpose
% DIM 0.8 1.9 0.2
g MAD 0.6 1.2 0.6
% ROMM 0.6 1.4 0.5
5 HFRIE

XS T —FETF SystemC B H £ R 4544
B, FERANHREE T RIS, e a2
ERATEEYE, B HBSE NERINSEL
EBREBRSEGH TR ENE. P B R H—F
FETRIBEDLOT AR, FIRTEER T /3 shp BL A
EMENiRE (FESRESRPLARSEMWA L

cation specific networks on chip[ C]// Design, Automation
and Test in Europe Conference and Exhibition. France:
Grenoble, 2004(2) : 884 — 889.

(4] TOh, 27, 85%,%. i LR HbSTHREREE
BrF)]. e TS5 EM,2009,26(1):93 - 96.

[5] Caldari M. Transaction — level models for AMBA bus ar-
chitecture using SystemC 2.0 [C]// Design, Automation
and Test in Europe Conference and Exhibition. Italy: An-
cona University, 2003: 26 —31.

[6) k5, W, BB, %, BT SystemC H oS 4p B I
WX FEEREEL]. B F 5, 2007,
24(12):187 - 190.

EEE -

FEME H,0983 ), WEHRE MR HARTHEM
FEEMRE 8 DSP it

RHFE B,01969-) .+ BN R. BT EEEERT
FEREENEREA S SEREERITEAR.

(EBE 77T R)

(3] Almgren M, Jonsson E. Using active learning in intrusion
detection [ C]//Proceedings of the 17th IEEE Symposium
on Security Foundations Workshop. IEEE Computer Soci-
ety Press. Sweden: Goteborg, 2004: 88 —98.

[4] Cristianini N, Shawe — Taylor J. X #10 &4H.F6[M].
JEa: BT ok RAE, 2004,

[5] Vapnik V N. The nature of statistical learning theory[ M].
New York: Springer ~ verlag, 1999.

[6] Tong S, Koller D. Support vector machine active learning

with applications to text classification[J]. Machine learn-

ing research, 2001(2):45 - 66.

{7] Girolami M. Mercer kernel based clustering in feature space
[J]. IEEE Transactions on Neural Networks, 2002, 13
(3):780 —784.

EEENT:

BUE 55,0983 ), WA R T HAIMERLE,
PLEg2 .

BRREE 5.0963-) .04, 818 82 IR FANEEER
L FRES.



