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CAI Jun-zhao, CAI Wan-dong, HU Run-dong
(College of Computer, Northwestern Polytechnical University, Xi’an 710072, China)

Abstract: A method based on the Netfilter framework of Linux system to capture or block the network traffic under rules
is brought up in this paper. The system consists two parts: a loadable kernel module and a user ~ space application.
Netlink socket is adopted to transmit orders between kernel ~ space and user — space, and memory mapping technology is
used for the data exchange between both of them. This system can be used in network content — based filtering, DPI

(deep packet inspection), or IDS (intrusion detection system) use a specific pattern matching algorithm. Finally, block-

ing BitTorrent traffic as an example to test the system is shown, and achieves good results.
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saddr= _ get _free _pages( GFP _ KERNEL,
9); //5rBL 2M NAZBAT

mem _ map _ reverse(virt _ to _ page((char * )
saddr); //HBENFE '

strepy({ (char * )saddr, “this is data from ker-

nel”); //) LGS NEHE
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dr);

HrP 2% len TR 48 E L WA AF K/
AT N AZ 51 BC 22 AP S 2045 4 vaddr 48 16169
Z17 A printf (“% s \ n”, vaddr) §5 i1, L0 LA
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(1) B /proc BEICH:

PR FH BR % create _ proc _ entry B —
A~ /proc EHASUAE: proc _ dir _entry * proc _entry =
create _ proc _ entry (“FilterRule”, 0644, NULL);
B NSEREE U2 T . RBOEE R E—1
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JEHASCA ) — B S50 544K proc _ dir _ entry lE
BB R A B R read _ proc _t * read _ proc Hl
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i M E B ET, AT LUAE BB 3L remove _
proc _ entry SR BEHUIT BRI K /proc BERISCHF.
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JH 23 [8) % F /proc S ) B AE 50 A4 R 3558
FISC A —FE. B A0 4T FF SO B #24E . fd = open(“/
proc/FilterRule” ,O RDWR).
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B module  exit() RS R G . & module _
init() BB A int nf _ register _ hook(struct nf _
hook _ ops * req) BREUK 1M Netfilter #F R %L . 7E
EEA BT AR B9 module _ exit() BRI 8 A R %K
void nf _ unregister _ hook (struct nf _ hook _ ops *
req) BRECREGIHEE M T R L. Z5491K nf  hook _
ops I E & nf _ hookfn * hook & —~ & +5
&, IR B EHBNH R ARG Z BT R
B SC I B AN DT ACAS & A R AL 3. 548, Al
LIA A nf _ hook _ ops #5# & By B 51 2 & int
hooknum FI int priority 343 FI38 E BEHB N TS
A4 F Rt s ).
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6 SKELER

AR 35 P 45 9 &Y BitTorrent W8 N B, K3 &
SGEHATIR . LRIABE N /B, MEFRKRE RS
BITTERB P O, A 1 PR . R iE BT B
FHE , Peer 19 & Z[A) g 37 % e BT 4R TIH B M TCP
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