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Network Intrusion Detection Based on Relevance Vector
Machine Optimized by Particle Swarm Optimization Algorithm

WU Liang-hai
(Department of Experimental Teaching, Maoming University, Maoming 525000, China)

Abstract: It is significant to protect the information of network and avoid it under attack by constructing network intru-
sion detection system. In order to overcome the drawbacks of support vector machine, network intrusion detection based
on relevance vector machine optimized by particle swarm optimization algorithm (PSO-RVM) is presented in the paper.
Relevance vector machine is a sparse probability model based on support vector machine. Relevance vector machine has not
only higher detection accuracy, but also better real — time than support vector machine. In the study, particle swarm opti-
mization algorithm is used to determine nuclear parameter of relevance vector machine. Finally, the case data are used to

testify and analyze the performance of the proposed model. The experimental results show that PSO-RVM has greater
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prediction accuracy than PSO-SVM, BP neural network.

Key words: relevance vector machine; network anomaly; intrusion detection; particle swarm

1 51§

BEE R BB MM AR R RAE &, HTH
PRI R B L 2 RO RN . i TR
K% B BFEEH R BRE, 18 & Mt E LR S 1
B A, DR AR SRR SF B RR E S R,
FEERTRGIRRGEHI A BURER , 1 AL E KB 25T iR
KU1 T, MR E AL S AR R RS, U
RPMETREERZEMEEBREFRER. A
ARSI 28 G0 A 1 0 P 45 A o LA T o R e P ok
SR B TRV R AT R, SEB A

R BH: 2009-05-13; E#EIBH#I: 20090713

SNER AR B AT L e W . B AT, AR TS
HARBERK R R, M Z R %R —FhE KM% AR
Bl ek, AT T HAEAERSEERBESHA
JE /NS AL BRI T e RN . SRR &L (Sup-
port Vector Machine, SVM)j&—fp2&F 45 1+2¢ 5
WA S ik, EREA U RAER M /A A]
B, T ARG T 2 G5 Hh A L R vz 135
R4 SVM 7L bR BUR T i (B
ARZAE, 0 SVM HEETI S8 C M AN ER
HMELLERUR L AR T S50, 1WA SVM B9 A% oF B
BFFE Mercer 254460 M3 81 B AL (relevance vector



182 BB T SiHEN

2010 4F

machine, RVM)!-101 R —fh <7 78 45 BHL 1 19
R IR, 5BV, B FEE D
IS EA R IR .

R, U T —F R TR F B A £
BHYL(RVM) P ARR I 8 . AR M AL I 2
RENMIERTHITH, ERREENAERER
TG B R SR R, 4R T RGBSR R TR
RAE RN R TR R BRI S . P
B THETF RVM WM& ARRKT, 3 RAH MIT
Lincoln 3E5 % i) KDDCup99 45 FE vE4% BT i &8
AN RRE AR B HERE.

2 HBAXMEEN

2.1 ZHEBHNER
XEMBIR—-MSIT#EIEL, EETEW
DR B /MEHEN , B B iz AL RE ) . B REFI AR AE
SR MR BB BOKE IR 6 S A B B Y B S 4 R IE S
B, REFBEE B BE XS EHIT L G
FHAE S [8] 0 F 1 B A 40 25 8 S T -
flz) =w-e(z)+b=0 (1)
E N RECH
klx,x;) = o(x)p(x;) (2)
SVM 4r2K45 ¥R

fla) = sign( > awi (z;2) + b) (3)

2.2 HAxERNER

X E BV H Tipping 8 H—F B EX
BFHEI LB EEREIEY EROINGEET
T, RREE IR B CT M T 8 3R 47,
RS REE M FUIZRE PR REER K. FX
MEVLFERT SVM METNISE C HERRE, L
K SVM #I#% B BN FFF & Mercer Fc 45175

%%ﬂ”%#ﬂgﬁgrl”yi}fzu@ € R" H@AR
&,y € {- 1,1} ER2MFFEER. RVM IR
Rl e XA

fla,w) = 3 wh(a,z) + w; (4)

S, o, BV, £ (2, z;) RSO AR
R REF B
2
b = ep| - 2]
RIE.
RS o AN, 720 o 955
5.

d; = f(zi,w) + ¢ (5)
W d; RIS A, IR R R BCh

p(d; 1 a,d®) = (zﬂaz)%exp[— %62 ld-6l 2]

(6)

6= ow, d = (dy,dy,,d,)T,w = (wq,
wy, s w,) L, = [e(x)),9(x),, 0(x,)]7,
?(Ii) = [1,/€(Ii,x1),k(xi’xz)y“',k(xiyxn”T
AT BB FESZMEX R, Mg
PR AIFZALRE ST , RVM A B —MUE & LT &

plwla) = I"In(wi 10,a7") (7

AH, a0 RIEDELRAHHESE, BRETH
RUR R AP
XTI RR , FE—TAER « BIR%
= H BAEREBRS B o(2) 18 k(x,2;) =
e(x)p(x;). RVM K] LIS B,

o) = 07(2) [ D ad(a)] (8)

3 RVMSEBSHHTE

FEFH RVM 2R 85317 70 K UART, TEHE
BRIWSH, h FiE% RBF RS ROy % ki, B
It RBF B E N RVM TEREHSE. X
BRASREEES 5 I XRIEEN#T RVM 2
¥ . 2T PSO WS 2 A 1.

BT 1R TR, B30« AR—PRT,
FREHL™ A — DR T R AR B A B . B e AR
WHBRYEAE N R BESH

BB 2 BBV R S e U AE N
F73E N BE VA . 5 3738 U UE A FE VLK Il Grke A
SRS T R-SHRE, NHER S K,
FEFRINGS, U 4 MFEHAFTIG, FKH—T
EHATIIK, ICR B KNS RER. BJGR 5 KK
Y REER ATV Az AR RE A PRAY -

BRI E IR FHENEESEEN T
BIFALE pbest fF OB, WR B, K HAE R 260
BT AL B pbest.

FR4 BB TFHRENEES2RFEH
HIB LB gbest 1F ELEL, IRELLF, MK gbest i
BARIA TR LRI E.

IR 5 R (6) A (7) B HhL T K EBE M
AR



w5

R R ETR R EX B PS ARG 183

| wnge—anFoosnes |
il

| LT 5 B VA ]
t

HRENEESREHTINBEFMNE
pbestfE LU, WRBE, NWAFHEHR
R0 B & 4 47 Epbest

{

BHENEHESERFTEHNBITMNE
gbestfE L%k, WiRE LT, MiFgbestix

0BT 02400
i
| LT B R |
Ll B AR
£
[ HARAMRVME K |

Bl EFPSOMBHALETR
v,(t + 1) = w « v,(t) + 1
(pbest,(£) = pu(2)) + ¢z » rand - (pbest(z) —
pi (1)) (9)
Pi(t+1) = p (1) + B+ v (2t +1) (10)
o, ¢ AHAARE rand 9 0 B) 1 Z B BIFEDLEL w
HRHESUE, BT &R RRHIEE: s I
AT, ATEREENNE; c1,c, REIHF.
FPROKBEBERRBEEELBTHENRK
W IR, W kB R E SR 2.

4 SEIESHT

CH R A MIT Lincoln 3236 % B KDDCup99 3%
TG IR L AR R B R HERE. X EES
T P IE AR 5 4 R 55 (Denial of Service,
DOS) Tt , 3K B 72 FEHL A K AL Al (User to
Root, U2R) By , R BEAL M 24 # #8 ¢ F F 45 AL 1)
(Remote to Location, R2L) ¥ ik; , ¥ £ 333 (Probing)
ity , Hep DOS Wit 4 B8, X 5 L P N 4 ia f7 i
HITETEFEAE .

BRBAEH 41 MEERHEM— R E RS
AR IR R AR N T MR BB R R e, M4
REHIH R, RO B R B RBIEN TR
FH. DFAEP—FHEERAER 0, udp, pri-
vate, SF, 105,146,0,0,0,0,0,0,0,0,0,0,0,0,0,0,
0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,
255,254,1. 00, 0. 01, 0. 00, 0.00,0. 00, 0.00,
0.00,0.00,normal”.

« rand -

1 FiR, N KDDCup99 % #2 FE B #L 1% B
3 1204 %04 (A 1E52 000 4% IE % #8800 %&
DOS ABHHE .30 & U2R ABH4E.80 & R2L A
EEHE T 210 % Probing AMREHE) H BRI S5 R
£, BHHMERR 2330 FHE (P15 1600 FIEEH
#5500 %% DOS AZH#E .20 & U2R A EHHE .60
%& R2L AREHE I 150 & Probing AREE) M
WRBIEE . SCF R A 4 4 PSO-RVM 1IN %K
X 5 FORES, BIEE® .DOS AR .U2R AR .R2L
ARLL R Probing A2, X 4 4~ PSO-RVM L= X
e &, LRI EME. & 2  PSO-RVM,
PSO-SVM #i BPNN =B BY i A 2 6 I 25 5t
B, RVM KIS EE N 98.240,SVM K ilAE B 2 96.
481, BPNN % #ll ¥5 BE & 88. 026, 7] LL & H} PSO-
RVM W5 FE LT PSO-SVM, BPNN, Bk IE ¥ 17
ESIAZEL =

1 MEHOTRMIESE

L33 LER &3 WS E R
E#® 2 000 1 600
DOS 800 500
U2R 30 20
R2L 80 60
Probing 210 150
Bit 3120 2 330

%+ 2 PSO-RVM,PSO-SVM, BPNN # JUk B LL 3%

Tk EHKG KA
SrREE YaE /% o o
PSO-RVM DOS 493 - 98.240
U2R 18
R2L 56
Probing 143
PSO-SVM DOS 482 96.481
U2R 13
R2L. 51
Probing 138
BPNN DOS 412 88.026
UZR 9
ROL 42
Probing 103
5 #RiF

ORI T —F R TR TR AL AR S 1] B
(RVM) P45 AR 75 35 . —Fh B SL7E ST 35 1) B AL



184 TS EL

2010 4E

BB RS IR, TR g R AR W TSR
THATH, BB A B A B R IR R R
¥R FRECEEATHREMLXAEIMERNS
.U RS TR TR FEMIL RVM 89 %E AR
Kol 45 & 3 % A MIT Lincoln 32 % % 5 KDD-
Cup99 33 FEPEAG 42 ) A R T B AR s sE. M
LR AT UE H PSO-RVM ¥l E L F PSO-
SVM #1 BPNN, B4k 3E# 47 N FA BT

B30l :

(1) | g, BEE,%. BESEFEEMEARK
Werm R AL ] RV 511, 2009,30(24) : 5561
- 5566.

[2] 3R, WEE XRE, S —FET SVM ML AGE
WAL ]). E T R¥ ¥R ,2007,31(4) :403 - 408.

[3] Fif, BEakok, B8, —METFEAIHMEVNHEL
WE B[], Bl SR 2AIR,2009,13(2) :302 — 306.

(4] AF2eEA, TN, 20E. XRMEVES K T8N
(1] B E R T 530 - BRBEAR,2009,10(2) : 191
-194.

(5] 0% fH s, B, % —fod B FFm B R E
ABR SR PR A ], EH 50K, 2009,24(2):
309 - 311.

[6] Sankar Mahadevan, Sirish L Shah. Fault detection and di-

agnosis in process data using one — class support vector ma-

chines[ J ]. Journal of Process Control, 2009, 19 (10):
1627 —1639.

(7] 3%, XM, 559, %. ETHXRMENHHEESS
REFEB[]]. HEPLIHE,2009,35(20):197 - 199.

[8] Subimal Ghosh, Mujumdar P P. Statistical downscaling of
GCM simulations to streamflow using relevance vector ma-
chine[J]. Advances in Water Resources, 2008, 31(1):
132 - 146.

[9] Clodoaldo A M Lima, André L V Coelho, Sandro Chagas.
Automatic EEG signal classification for epilepsy diagnosis
with relevance vector machines[ J]. Expert Systems with
Applications, 2009, 36(6): 10054 — 100359.

[10] John Flake, Todd K Moon, Mac McKee, et al. Applica-
tion of the relevance vector machine to canal flow prediction
in the sevier river basin[]]. Agricultural Water Manage-
ment, 2010, 97(2): 208 —214.

[11] BREW, A M, 2. B TR FREACNBIHIIEA
SLAM J53k[]]. HLE8 A ,2009,31(6):513 — 517.

[12] Suresh S, Sujit P B, Rao A K. Particle swarm optimiza-
tion approach for multi — objective composite box ~ beam
design [J]. Composite Structures, 2007, 81(4); 598 —
605.

EEB I
RERE 5,01978 ), 8+, PHIW. BFE F i BV A
HAR.

(L35 180 ®)

(7] FE0, BB B, BRAal . BT Bxt L3R i ) 51 B 2 W8
BEAHLI). B4R, 2008, 19(11): 2791 —2802.

(8] KK BTF TLS MIEs/MEILSMNEGERIT]. B
H5441,2009,39(1):74 - 77.

[9] Yan B, Domeniconi C. Kernel optimization using pairwise
constraints for semi — supervised clustering[ R]. Technical
Report ISE— TR—06 — 09, 2006.

{10] Yan B, Domeniconi C. An adaptive kernel method for se-
mi— supervised clustering[ C1// Proceedings of the 17th
European Conference on Machine Learning. Germany:
Berlin, 2006(4212):521 - 532.

(11] Wu K-P, Wang S—D. Choosing the kernel parameters

for support vector machines by the inter — cluster distance
in the feature space [J]. Pattern Recognition, 2009, 42
(5):710-717.

[12] REKFr. Bt = BRI B R RSN E R
FI]. #oe T2 51, 2009,26(5) 60 - 63.

fEE®IT:

KARE FB,(1964 ), BB FIFTT RO ERAEEE.
ik 53,1967 - ), BIBEE. BIET7 15 R BR AL E BAR X
PUHISE.

REHF L, (1971 ), L, BIBE. BT 0 N BRI
TE GRS,



