8% Ham W T FESITE N Vol. 28 No. 4
20114F 4 H MICROELECTRONICS & COMPUTER April 2011

— BRI EEER T ERAR

LRE HER TFHE, FHRA
(1 B4R TR BEPE P2 7100252 EBTRHECRY SHNLAEBE 1M K1 410073)

B OERBUET-RHEATAHNEELRALARNASTHEREE  NENATER R PRL. ENEER
MEBRHEUANETAEFRLRATEE BETENATARSEW A RREAR, ANTTARLFHFT AAH B
Wi, BRI LR ILR . AEEBYELC LT RE LMk L TREIRNFTHF K.
XBR: ANEELRE ENEATAY; oW F RS TN EE; Er BFSH K%

hES %S TP393 XERERIRAD: A XEHRE: 1000—7180(2011)04—0013—05

An Effective Method of Generating Attack Graphs
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Abstract: This paper proposes a kind of attack graph generation algorithm for large-scale complex network system.
Model the target network in four levels: hosts’ accessibility, security systems, host systems and network services,
and propose an automatic gain technology for hosts’ accessibility parameters. This algorithm supports effectively the
modeling automatically of large-scale target network. From the experiment results we can see, this algorithm can
satisfy analyzing network security and the action of attacker roundly.
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