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Improvement of Compressed Edge
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Abstract; IP traceback is an important measure to defend against Denial of Service (IDoS) attack. Based on Compressed
Edge Fragment Sampling algorithm (CEFS) for IP traceback,a new algorithm is proposed, called Lable fragment adaptive
probability packet marking (I.LFAPPM). By enlarging marking space and using adaptive probability for packet marking, the
LFAPPM algorithm reduces the number of packets needed for attack path reconstruction. Moreover, the algorithm reduces
computation and false positive number in reconstructing multiple attack path by labeling fragment. Then the algorithm
strengthens the anti— interfercnce capability by initializing marking space of packets which are not marked by Boder Rout-
er. Compared with other algorithms, the LFAPPM algorithm has better performance.
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let I.=Hash(R)
let k be the number of non—overlapping fragment in R
for each packet w
let x be a random number from[0. . 1)
let o be random integer from[ 0. . k—1]
let f be the fragment of R at offset o
e R ERhas 4t
RHE w B H A 1P #iht 25 B B U3 dv
if( x<C1/d.) then
write f into w, NodeFragment
write 0 into w. EdgeFragment
write o into w. offset
write L into w. label
write 0 into w. distance
else
write 0 into w. MarkSpace
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if( x<<1/d,) then
write f into w. NodeFragment
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write o into w. offset
write L into w. label
write 0 into w. distance
else
increment w. distance
else if(w. MarkSpace! =0) //®E#tnicid
if(d= =0
let f be the fragment of R at offset w. offset
write { @ w. NodeFrag into w. EdgeFrag

increment w. distance

else

increment w. distance
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let FragThl be a table of tuples(offset, distance, Node-
Fragment, EdgeFragment, label)

let G be a tree with root v

let edges in G be tuples (start, end, distance)

let maxd: =0 //® maxd & 0

let last; =v //& last=v

for each packet w from attacker

FragThl Insert (w. offset, w. distance, w. NodeFrag-
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if (w. distance>>maxd) then

maxd: =w. distance

for d: =0 to maxd

for all ordered combinations of fragments with the same
label at distance d
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remove these combinations with hash (uy)#label

if (d=0) then

insert edge (ug,last,d) into G

last; =y

if (d0) then

Ug:=zq @ last

if (u4=uy) then

insert edge (uq, last, d) into G

last: =uy

extract path(R;---R;) by enumerating acylic paths in G
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