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A New Identity —Based Tripartite
Authenticated Key Agreement Protocol

PAN Cao, DING Hui, WANG Hong-yuan
(School of Information, Changzhou University, Changzhou 213164, China)

Abstract: Now, most of the tripartite authenticated key agreement protocols have been proven to be insecure. We
design the new identity— based tripartite authenticated key agreement protocol, it is based on the secure IBE scheme
by Peng. This protocol’s security based on bilinear decisional Diffie— Hellman assumption. This protocol could pro-

vide known key security, PKG forward secrecy, key— compromise impersonation resilience and unknown key —
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share resilience, so it’s a secure tripartite authenticated key agreement protocol.
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(1) Xkt

e(P+Q,R) =e(P,R)e(Q,R),e(P.Q+R) =
e(P,Q)e(P,R),e(aP,bR) = e(P,Q)*, % i 1
P,QRE€ Gyab € Z;.

(2) JEBIbH: e(P,Q) # 1,1 & G, WENITT;

) A FEERREETLUIHE (P,
QXA P,Q € G.
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WHE =% 42 hash K$:H, : G,—{0,1},
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RASHECH 9. Gy Gy e Py Ppcs s+
H,, H,, H;.
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Ty = «x H;(x, 2P )Py Ta =
H,(e(H;(x»2Pg.)PKp,52Pg:)) @ Pres Tas =
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Ta)) @ Tass Hi (e(SK ¢ Ts)) @ T .
B, Kpse = Kpe = K = e(P,P)¥
(5) BAMETERY:
sk :PKA ” PKB “ PK¢ ”KABC

5 HFihKIREMST

(1) BHEHEHE L (know—key security) ; Ppl
HE—RITENSEHRATRASHER. BiT—K
BRI 2 5 = F RESHILEE— I
BTV, FI A ZIG B AR T B S E W40, Bk, B
BEHERR THELRSEEH, BB B4
WM AT BT P A M S TE B R 2.

(2) 5EERFT M E 4 (forward secrecy) : FEHMN )
PATHRT, MRS S5 =FPE —FTHE LW
KEARAZ R, IFAZ MM 5E 5 ik R SR
PR e. BAREEERBTSH5ENKAR
£, B PR A SR T E RR , 2 55 BT
MR RS, BT LM B B IK E 2 5 & Se i BT
XM STERHA.

(3) PKG #ijmZ 4 ( PKG Forward Secrecy ,
PKG —FS): X T4, HTERE—B 2], PKG 1 £
FAE] (master key) it , K5 1Z ERAW B EH D
KA R Z PKG WA P ZEI R RB NS
FY. By F E R i PKG - 5o i B
KM SEERS DR ERME LR TR, 5 5
FHErE R kE RS, [Err B3RS ERHE N BGE
ABAAREGFEEBESSEREZNER . HEE
EEIRE S 5E RGN, Rtk
HHREHNSEES.

(4) 1% 4 Mt 8% O 32 B ifi (key — compramise
impersonation) : IR S 5#H A WKAEHMEE, 3K
BXNEHAMBGEE EEN A BREEELE,
ms5% B ATFHHEHE E RAE A WKHRH,
A TE RT3 B B g L.

(5) i & H % 4 I E ¥ & (unknown key —
share) : (IR BHH EMEWELNS 5E A HATH
FEREWS5E E,MERELNS5E B EATHHE
WEKWS5E A X BT RBIA A, N2y, 72 il
MIBATHRR ST B0 0L, 3 BERE X BM
SHEBHATEE T H0HIE. Fef, AP AHK
AAF T hash sR¥l, Bras BRMENIE.

(6) HEHH (key control) : H FER G W ESE
FHRBSS=FEFADEN . BEHES580
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