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Abstract: In order to improve the security of computer software, the principle and the feature of format string
vulnerability in C programs are analyzed. Based on the analysis, a dynamic detection technique is advanced. By
taking use of the technique, a detection tool is produced. The tool can efficiently detect format string vulnerabilities

in C binary programs. The analysis result can be a reference to make more secure C programs, and the detection

technique is practical.
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1 #include <Zstdio. h>>

2 #tinclude <stdlib. h>

3 int main(int argc,char * argv] ])

4

5 int x=5;

6 int y=10;

7 int z=15;

8 char * buf="mnopq";

9 char * varl ="\x21\x21\x21\x21";

10 char * var2="%12x\n";

11 char var[807;

12 char * h_buf;

13 printf("x=0x%x, y=0x% x,z=0x% x, buf = % % %
s\n",x,y,z,buf);

14 strncpy(var,varl,20);

15 strcat(var,var2,15);

16 printf(var);

17 h_buf=malloc(80) ;

18 sprintf(h_buf, "x=0x%x,y=0x%x\n" , %) ;

19 printf(h_buf);

20 printf(argv[1]);

21 printf("\n");

22 return 0;

23}
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