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A Scheme of Online/Offline Encryption Based on Waters-IBE
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Abstract; In this paper, we propose an identity-based online/offline encryption based on Waters-IBE, because of the
limited computation and storage power of sensor nodes. This algorithm splits the encryption process into two
phases: the offline and online parts. In the offline stage, all heavy computation can be done by PKG or base station
prior to knowing the message and the recipient, the online stage can be conducted efficiently with some light
computation to encrypt a message once the message and the recipient’s identity become available. We have proved
this algorithm could reach CPA security under the full model. What’s more, the simulation results indicate that our

algorithm reduces the requirement of computation and decrease the computation time in sensor nodes, so it is more

suitable for applications in wireless sensor network.

Key words: online/offline encryption; identity-based; Waters-IBE; wireless sensor network

1 58§

TR AL RS W R KB AZ RSB T R B ALUE
BT M 4, B T REGE 5 B, TR AL Bas M
%5 R BT AN FBURBE BRI E
EES GRSV AEFMR ERITRESI T E
A Jo PR ML B ORI B kT B /) LR BB #E. SCRR[ L]
HARBETSMMMENEEHNE -ET 55
MELTR XHMLRZIBHTETREORER/E
RUEZEE. CRBIRE TETHHREL/EK

WMHEM: 2012—05—10; @M B 2012—06—16

IR R

BAETRMHMAER/BFLXMEF F (Identity-
Based Online/Offline Encryption, IBOOE) i@ % &
P9F,Guo,Mu,Chen £ T H B KB4 IBOOE J7
Y, XM EHYTESIERTRE THE -
IBOOE ##,i58 CPA &4, XE[S1®THES
Py ERIER T PR I 3 i N3 n B9 RB-OOIBE J5
£.

3%t BLA #y IBE 8 3 Waters-IBE™ # 17 %
B AL ATAH T —ME MK IBOOE Bk,

E4TH. BEREARRBEES T H (60873231); L4 A RA¥EE LT E (BK2009426); L HE AR AT FAUH LRI A
(CXLX11_0416,CXZZ11_0402,CXZZ_0402,CX10B_195Z)



114

ERIE,E, —FETF Waters-IBE WL/ EEMEH £ 43

MELBRAT 4 REX . FHFREL THEE
/N BIEWAR] CPA £

2 &R
2.1 WMekiEpst

GHMGr BBNTWM A p MBREGHR, HF p
HER.g BG H—NMEBIT. MRBS e: GXG—~
Gr WRTHI&AM, WK e R WL MEBLED .

(DB FEN 2,vEG,a, bEZ, A e(z*,
yY)y=el(z,y)*.

(DO FERME:FFE P, QEG, R (P, Q#

O HEM . F -1 ZH B REEEITHE e
(P,Q.
2.2 ERKEMRE

HE ¥ BDH M. BhERENER a.b,c.2€
Z, FIPEET p. R p=1 Nt (g, A=g*,
B=g",C=g,Z=e(g,2)*). B, WK p=0, Bk &
EH B TH (g, A=g*".B=g",C=g, Z=e(g,
. ETRHBFLMA LN sHBWMEL. R
‘Pr[B(g,g“,g”,g‘,e(g,g)“b”)le*Pr[B(g,g“,

grgtie(g,g))=1]|>2¢, AT BRELIE L ¢

B9 P S v ¥ E ¥ BDH )N

¥ et BDH i . i R A7 78 £ 10 K A (8] &
FHRUZED « HLE M LA BDH [E1&, BBAH A
3352 ¥ BDH [a) 8 5% 57 .

3 WSNHEFSHMEL/BEMETR
RiEstm

% G,Gr R p WEFH,e:GXG>Gr BMEK
Mot AP FREERERA— n LR FREB.
p R—TREE, LR G, Gr 7 i B #UX % =] &
MERE.

e, RATHE H—F WSN & F Waters-IBE
HITELR/ BB BT R

Setup: KGC (Key Generation Center) $47 A
THAE

FAMLYERR o« € Z, , \ G FRENLIEBR —E LT g »
4 gi=g. NG F RN ERITE 82 yu IR Uy Uz
st IR U=ty rtly s s ty).

AFBEE params= (g, 81,8, 4, U, D), £
B msk=g,°.

KeyGen: FHF &4 IDE (0,1}7, % v AR &

BEIHAERR v B o M LR, VE(1,2,,n)
EEE =10 i WER ATERHAP B,
KGC B LM% Z, FH— TR r, REER
TR 4, IF -

d, = (gz“(u/EHVui)r,g').

Offline-Encrypt: BE¥LIEEER t€ Z,,hEG.

Cor=(e(gi,82) 18 re(gysh)' 58" h°'g:™)

=y 5Ca 9 €3 5C45C5)

FEAE Cop ot AL M Y B AL

Online-Encrypt: KiZE XM THE M€ {0,1}"
B4 K ID HEWE ., ITE szu'i]g[vu,-.

BB C,= M-+ e(gr,g8:,)Qp)="{c1 5.

ST B ID B AR5 LR

C,=(M - e(gi 8058 e(g1 R) g8 ,h"g:"
Qin) ={C15Cs5Ca5Cs 5C5 5Cs )

Decrypt: C,=<{c| ¢ 53551565 ¢ =B Uy IDE
(0,1} " MAME . FWERHERH dpBEC..

RIEZERBFRT ;= L—’) R

e(c®ycy
N » . e(d; )’
WL BN, HEHEE M= - .
e(dl 9C2)
R IEHE .
.e(dz’fe)t: . ¢, e(gr9QID)t
a e(d;scz) M e(gl’gZ) e(gz"Qm’,g')
e(gr’QIDt)

M

=M. Py ¢ . ==
e(gl gZ) e(gza,gz)e(QIDr,g:)

—E L.
e(ezrcs) _e(g'yh°gi)
e(cz",c4) e(g’“,g')

_e(g h)elg  gi"

)P
e(glt,g,) —e(g Wh )

=e(g1,h)' =cy
4 REMHIER
EE MRAEE (1 + 0 IneHA " In

-1 € > 2 —
A7) 530575, ) BPH B # A, Hof 2

1 N
m;ﬁﬁzu_t IBOOE FRE(t,q,e)E2M.

W BBRFE—1 g0 —8F A EETT
RRIOTMWE—KRE B k47T H %t BDH Jif
Xk, PR B #dk BDH $hi it (g, A=g",B
=g",C=g*,2), Lt P E Xk A - BDH T4
4 —EWAE PR A PATUU T B BR



44 P 2 I E L

2012 4¢

Setup: BIRE B 1% B — M m=4q. I M
0 8] n Z A BEALEEE — BB R, RS BB — AR
Ko HBENLIAE 2= (), P 2 T E R B
A 0 B m—1 2 A1 RE L% B , ot 2 3950 L O
B m—1 Z BN, 4 X BR & O B
AN IR B BRI v € Z, M— KN n 11
By=(y), Hd y P TR RE Z, T REHLEE R
(. X B E R PR A SR, FRE, X T 8
B v, VT, BRIFA =10 i WESR.

KRS BT EE X =R

F(v) = (p—mk) + 2"+ D)z,

J(v) = y, -+ Zy,-
i€wv

0, ifx’+2x,»20
K(v) = iCo

1, otherwise

(mod m)

BRERE 21 =A, g =B, REREL LS H
w'=gt " g u =gy gt NECT B EERE A St
SR MMA LB SR L R K.

Phase 1. #{F A KEFHAM. BEH T &
v ZREM. R K =0,kRHELI1L, I HE
PLEBE BV R 5d 53 Pk i 1 g OFE A8, &, PR iR A
WE— A BENLE r€ Z,. B F BB IBE 5k, BE i
&R

d=(dyrd)=( g (' T, > g7 g7).

S r=r—

r— ey TRA

RrAS))

d—f“) (uHu)

—iw
— v )
_g‘n o (gh™ gl yr

o a ,

_gz (gP(v) Sy ) F@o (gg(v) gf('u) )

repts — a ’ 7

=gt Hu) 7o =g4 (' [lu,)
i€v i€v

o dy =g T g =g TFo =g

ALY F(v)#0(mod p) i, Pk & 4 #E
X EE. N T ST, ER S KM K(v)#0
T.HRERRSGE(HARLIDER. (WMRE
K(0)Z0 $iBH®EF F(v)#0(mod p), WA X T4
& BE pyn,m, A] RE p=>nm. )

Challenge . HIF# B HRIHEE M, M, €G, M
— B o IR 2+ E x: F km, AR 4 Bh R A

J155; -5 e mmm%*ﬁ{a EHW, 4 F(v )=0
(mod p), kR EW M ILEETR v, “HEEX T=
(ZM,,C,C'*" ),

BRFBEPBEE— BDH TTH Z=e(g, ).
et T=(Ce(g, g)* M, g, g7@) =
(e(g1 ,gz)cMy,gc, (u/ H ui)r). %'ﬂ‘jg‘éu T%My

i€v”

B A R L.
HW,ZR-G W—NFEVLTTE. B4 X M F
THEXRMASHBRREEE ¥y WIEMEL.
Phase 2. T Phase 1 Y B A B BR.
Guess. BJ&G,FHHEXTTF v WHEW '
Artificial Abort. RSBk iR {75 4R 6 vk FH &
FHRANER. HFRAIABMEESREEFTEL L
FIMER R — . XM EH THINIARM ¢
RIAFABRESSURRERES LR HE R IL.

FERRBIT R R 2380 Priy=7" | —abort ]
— L = O T A D) | B T T 8 W

e LA Pr[7=7’]—%=e.

PR E IR A BB LB IRENEER
WENA—0, Hd (1 —0 & i B Z 8 5[ & Pk iR
ELIEAHERNRESHBET R,

A o={wn y**r s v, ) 727~ Phasel 1 Phase2 i 47
HARBHER, v RAEKREH, V{1, on} BFF
AWRE v =18 WES.

B, R o(X 00" ) Hoh X R RUE
vz, EE (X 0,0 )=
{o, A, K(op)=1Ax+ X x,=km

4
EARY U

i€v”
1, otherwise

MR TF—ANAEHEE X RA MBI E
v, o A FEIREL L T4 BH (X0,
o BB R 0. M F— A B EMBERE 0,07 4T
W 5= Pry [«(X'J0,0" )=0].

P RN X SHER 9 #1470 ’In
(™A In(A ™ ) WERE, Il B AT (X 0,07

KAGIHE v REAFEH T HKRELT A=%

ALK E AL MBS NTR. R 5 =2, 8

R L
7
R RS Lk
05k 2 I SR T A0
WRE Y =y B Y =y P Wt — AR
=1, 7 R s p=o0.
IEEE, (F3#% 49 70

A BEHLIE B .



11

BHGE, % BT 65T P2P P A Edi R 49

BT R R T RBEFHBRT BA L
b B B A M SR 9 P2P W 4% 3R 5T T B9 5 A 5
IR RE. §Jm 76 P2P SCAFL R A R R, it fsk
BT TRACM BB BRI R G, WA RKBTR
B, T UE B T J7 SR BT AT 1 | oo 000 PR P TE A

BESCWK:

[1] Maruoka M, Nemati A G, Barolli V, et al. Role-based
access control in peer-to-peer (P2P) societies[ C] /
Proceedings of the 22nd International Conference on
Advanced Information Networking and Applications.
Okinawa, Japan:IEEE, 2008 495-500.

[2] LulJ, LiR, Lu Z, et al, A role-based access control
architecture for P2P file-sharing systems using prima-
ry/backup strategy [ C] // Proceedings of the Intern-
ational Conference on Networks Security, Wireless
Communications and Trusted Computing, Wuhan,
China;: IEEE, 2009: 700-703.

[3] Diep NN, Hung L. X, Zhung Y, et al, Enforcing ac-
cess control using risk assessment[C] // Proceedings of
the Fourth European Conference on Universal Multi-
service Networks, Toulouse, France; IEEE, 2007.
419-424.

(4] ZEBRFHHEM, X5, %, P2P M&ETIHMLL

M AR DT A AR )] M T ESHEN,
2008, 25(10) . 30-33.

(5] XIXFE.kikE. 2TF Bayesian {5 {E£ F % 1) P2P 5[
BRI NRMATEILRS, 2011, 32(6): 1059-
1063.

[6] ChenD H, LeJ J, Wei ] Y. A peer-to-peer access
control management based on web of trust[ C] // Pro-
ceedings of the International Conference on Future
Computer and Communication, Kuala Lumpar, Malay-
sia. IEEE, 2009. 192-194,

[77 Bo L. Trust degree based access control for social net-
works[ C] // Proceedings of the International Confer-
ence on Security and Cryptography, Athens, Greece:
IEEE, 2010. 43-48.

[8] WuZ P, Wu H. Access control and resource alloca-
tion for peer-to-peer video streaming based on fuzzy
logic[J]. Advances in Intelligent and Soft Computing,
2010(75); 237-244.

EEE T

FHEIE F,A981—) A, YEIm. BER JT ] P2P M 4%
2 RN,

BHW 2, (1981—) 8L, PRI, BRI O7 M O R AR
CE NS 2N

(L#E 44 7D
5 H£ERIE

FICRET —FBHET B MHER/ LM
WHEE. BT WARHANE IR, EREH b4
HRETH . ERBRELDRAETEREHEEN
TRLGHMHREERMENBEN. EEREREH
W — IR T AXEENL S 5 L LA 7E
S/ BEMEREMLNSREECKERE FE
MR E/N AR SEB T IENLE CPA &
2. HWZRRER T INRE RN,

BEXM:

(1] Boneh D, Franklin M, Identity-based encryption from
the weil pairing [C] / Kilian, J. (ed.) CRYPTO
2001, LNCS, Springer, Heidelberg. 2011(2139): 213-
229.

[2] SunD,MuY, Willy S. A generic construction of iden-
tity-based online/offline signcryption [C] 4/ ISPA
2008. Australid, Sydney, 2008:707-712,

[3] Guo F, Mu Y, Chen Z. Identity-based online/offline

encryption[ C] // FC 2008. LNCS, Springer, Heidel-
berg . 2008(5143) : 247-261,

[4] LiuJ, Zhou J. An efficient identity-based online/off-
line encryption scheme[C]J // ACNS, Springer, Hei-
delberg . 2009(5536) : 156-167.

[5] ChuC, LiuJ, Zhou J, et al. Practical ID-based en-
cryption for wireless sensor network[ C]/ ASIACCS’
10, China:Beijing, 2010.

[6] Waters R. Efficient identity base encryption without
random oracles[C] / Eurocrypt 2005. LNCS 3494,
Berlin: Spriner-Verlag. 2005:114-127.

EHE BN

ERIE  L,(1988 ), W LB L. B
RAFARRIERBNE FREL. AT
HHERE S M4,

B B B,961 ), BB BLAERW. HRMANTLE
ERBNE HEIEFSNE FREL.



