0% HIY W TFE¥ESITEN Vol. 30 No. 3
201343 B MICROELECTRONICS & COMPUTER March 2013

T Agent TR L ST M ENRR VTR

Rk
CREMEE .0, R 300201

B OE:VTRERIANNGRUAAMBERATER FERSALTHWAR  RAS B EEARAR X047
H—HFEHENRRUTE. FRASREBRAREZANGERNZEN 2 AR LI AA S EREHEREZAN
BRWZEH G EEH AR EAZTENCHELLNRELRE AR NE R EHRTRN ST, FFH XK
BN CHERZHTERS BRERENBRNUES. ZREXN, ZRALB RO AL TH, 3 F 430500 %%,
ANEHMEE LB TRE.

XEBH: \BRARE; FREEELEEN CHERE  RA X

th@4$%S: TP393 XRKARIRE: A I EHE: 1000—7180(2013)03—0165—04

Research on Network Intrusion Detection Based on
Agent and Clustering Technology

ZHAOQO Zhen-hui

(Tianjin City Information Center, Tianjin 300201, China)

Abstract; In order to solve the limitations of slow network response and more manual intervention in the existing
intrusion detection system, a new method of network intrusion detection is proposed based on agent technology and
clustering analysis. The distributed intrusion detection system is designed with the agent technology, in which the
system is self— controlled by the hierarchical control agent, and the data analysis of network is achieved through
data mining technique based on fuzzy C-means algorithm (FCM). The weighted algorithm is used in the FCM
algorithm for the improvement of the system detection capabilities, The results show that the system is able to

reduce manual intervention, achieve faster response for the network environment, and improve the performance of

the intrusion detection.
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