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Abstract: A network security evaluation model based on Finite State Automata (FSA) is proposed. According to all
kinds of security information and its related properties in the model, the states are used to indicate the security
situation of both attack side and defense side; the state transitions are used to indicate the dynamic security situation
of the action for both attack side and defense side; the transition diagram is used to describe the transition processes

of security status. Experimental results show that the model is more suitable for Network security modeling with

simulating the intrusion processes of attackers and the security defense process.
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Host_id Host_type Host_address Host_OS host_servs Host_vuls
X PC FH Windows XP FH xI
CVE—2005—0688
Y Workstation 192, 168, 65, 116 Windows XP ;’frtlf ’RRf C,’ CAN—2003—0352
»iogin CVE—1999—0651
. 1IS, http, CVE—1999—0651
Z Web Server 192. 168. 65. 10 Windows 2003 server Rlogin, RPC CAN—2003— 0352
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