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A Distributed Firewall Rules Validity Detection Algorithm

TANG Ang-ang,CHEN Yong-bo,JI Dong-hong

(School of Computer, Wuhan University, Wuhan 430072, China)

Abstract; The paper defines a Structured Query Sentence to describe the query process and proposes a distributed
firewall rules validity detection algorithm based on semi— isomorphic firewall decision diagrams (SFDD) logical
operation. The algorithm keeps consistency, completeness, and compactness of the original rules,eliminates the rule
anomalies in intra-firewall. Our simulation results demonstrate that the algorithm achieves a significant improvement
in validity detection of rules.

Key words: distributed firewall; structure query; SFDDj; validity detection; network Security
[3]

[4]

’ ’ ’

, . . [5] ,Guttman
, Lisp-like . [6]
UML ,
, PC ,
, [1] (SFDD),
Fang. Fang SFDD
[2] s
: 2014—03—20; : 2014—05—13

(61133012)



2015

F,.F,..F, .D(F) F,
.D(F) . . )
, 1P (0,2 —11.
d F,.,.F, d

(pla"'spg/) ) pi D(F,)

> >
d

’

\Z\:| D(F) | X=X | D(F,) |.
F.€S A NF,€S,.

S; D(F) P e S A
A pa € Sas (prs==espa) F e S
A NF,€ S,
2.1

(Structure Query

Sentence) ,

select F; from f
where(F, € S;) A =+ AN (F, € S)) A (action
=<act >)

, F; F1»"’devf
’SJ F./
D(F)) .act .
(a) (d)
1 s
. 5 s
(D, 1P (S, 1P(D),
(N), (P).
. Hostl
67 TCP
Q

select I from f

where(N € {(67}) A (P € {wp}) N (D €
{Host1}) N (I € {all}) N (S € all) N\ Caction =
accept)
2.2

1

select F; from f

where(F, € S;) A =+ A (F, € S,) N\ (action
=<act >)

Q ,

Q. result = Q. r; s
i=1

Si N Sis(S1 NSt #D A= A(SaNSa#D N (< act >=<act’>)
Qri= |
{0,

, r; Q.r, =
Q. result. r (Fre S N NF, €
S.) ><act >. (FieSi#Uh A
e N(F € Sy #= ) N (<act >=<act’ >),Q.
r, = . (FreSi#) N N (F,
€S, A N (<act >=<act >),Q.r; =S, N
S.. T (prsespa)
(pr e SSNSH A AN(pae S, NS, <act
>=<act >, S (prseespr) =<act >.Q.r;
=S NS ={pi | (pivap) € D) a(pr € SO A
e N (pa € SO N (fo(praesp)) = act =)},

Q.r; & Q. result.

, Q.result & J Q. rj, Q. result
=1

Dis (p1s
s pa) (pr € SO N = AN (pa € S N (f.
(pm"',,bd» =<act >). (plv“‘apd)

f ro (FreS)H A NF,€8)
—<act >. f (Prseees
ba) s Lo (P pd)) =<act
>, < act >=<act >.

pi S 1S ., (F €

SiEUD N N(F, €Sy =) N (<act >=<
act >) LQ.r; = S, () S.. € Qo Q.

result ) Q. r;.
i=1

3

FDD,FDD



FDDs
3.1 SFDD 3 Sa
, FDD
1 FDD
1
,FDD FDD.
2 FDD f f v
. v ’ ’ 4 FDD f,
U "U/ .
3 FDD f [
. ff
FDD
< rysceter, >
FDD/f,FDD FDD
,FDD 5 FDD f,
v, m {e1ses505e, )50, n
{erses ese s, v, I(e)
. er I(ey) =[ab], e I(ey) =a,
bil.1Ce)  I(ep) (D)
bl :bial(el) — 1(61). €y eé
ICey) ICe;) . (2) b, £ b, b, < by,
e e ese € e s
I(e) = [a,hl],l(e') = [b, + 1,0, ]. 6 SFDD f
I(e,)  I(e). .
, ,0
(d) ’1 (CJ,) . 2 3
! I Ja ’ 7 SFDD f
4 5 FDD, 6
7 3.2
[@D) SFDD
SEFDD.
SFDDs A SeEDCACH
i=1
f o f
9 /. C..C . o=



2015

fAf , copy(e,,. 1)
8 SEDD . ICe,;) = [C+1,B];
j=7i+1s
}

ECu) = {e,1 s se (e ) < oo < I(e,,)and bk >1
E(v) = {epa s vepn)s

ICe,1) < -+ << (ep)and kb =

S=; for(i = 15 1 <;i++)

SH4= (eqi.tsey;. t);

8 SFDDs
return S;
}
C s SEFDDs (2)
Q:select F; from fwhere
(DSFDDs (F, € S) A - N (F; € S)) N Caction =< act =)
FDD fa ’fll

Q. result
Q. result = ()

Logical And( f, s f} »va s ) - -
CHECK(f. root , (F, € S;) A - A (F; € S) — (action

Semt-isomorphic( f, s ) »va »0,)
for each(wv, e, *** e v,y )in f/ and f s at =)
if(Ci £ C') then

C = C&cC;

return Q . result

CHECK(v, (F; € S;) A - N (F; € S) — (action =<

end act =>)
// FDDs if(v is a terminal node)and(F(v) =< dec >)then
Semt-isomorphic( £, s fy s Ve s ) Q. result = Q. result |J (S; N SH)
Q= ; if (v is a nonterminal node)
Q= (v,,v); for e in (v) do
while(Q = () { if (¢) N ¢; # ) then
PopQ(o. s v, 5 CHECK(e. t,(F, € S;) N\ = A (Fy; € S) — (decision
S = Shape(f,sfosv.rv); Q-+=S; —— dec =)
}
// 4
Shape(f, s f5 20 s0) 3
ifC(o, U v, is terminal) return (s ’
else if (v, U w, is nonterminal) ’
E(o) = {eni v e [(en ) < o < ICe)s SFDDs
E(v,) = {e,isse,)ICe) <+ < Ie,..);
forG=1.=15i<<m | j<<n;){ 9 , s
ICe,;) = [A,B],I(e, ;) = [A.,C] SFDDs
if(B=Cthen{i =i+ 135 =j+1;}
else if (B << O) then{ SEFDDs
ICe) = [A,B];
copy(e, ;. 1)
ICe,.) = [B+1,C1; ’ SFDDs
i=1i+1;)
else! . , SFDDs

I(e) = [A,C;
M(e) = MC(e, ;)



[1]

(2]

SFDDs

Mayer A, Wool A, Ziskind E. Offline firewall analysis
[J]. Int” 1 J. Information Security, 2005, 5 (3):
125-144.

Hazelhurst S, Attar A, Sinnappan R. Algorithms for

(3]

[4]

[5]

[6]

Improving the dependability of firewall and filter rule
lists{ C] // Proc. Int’1 Conf. Dependable Systems and
Networks (DSN00). New York,2000:576-585.

Anaya T, Moody C. A knowledge-based system im-
plementation of intrusion detection rules[ C] // New
Generations (ITNG) . 2010 Seventh International Con-
ference on. Las Vegas,2011:738-742.

Liu A X. Firewall policy verification and troubleshoot-
ing[J]. Computer networks,2009,53(16) :2800-2809.
Guttman J D. Filtering postures: Local enforcement
for global policies[ C]// Security and Privacy, Proceed-
ings, 1997 IEEE Symposium on. France: Paris, IEEE,
1997, 120-129.

Bartal Y, Mayer A J, Nissim K, et al. Firmato: a no-
vel firewall management toolkit[ J]. ACM Trans Com-

puter Systems, 2004,22(4) . 381-420.

, (1990-),
. . . E-mail; tang angang @
qq. com.
,(1990-), . N
,(1967-), s

4 )
Abousamra A K, Melhem R G, Jones A K. NoC-a-
ware cache design for chip multiprocessors[ C] // Pro-
ceedings of the 19th International Conference on Paral-
lel Architectures and Compilation Techniques. Austr-

lia, Vienna, ACM, 2010 565-566.

.(1990-),
. E-mail. gejianda0723@163. com.

, (1981-),

, (1989-),

, (1975-),

. (1962-), .



