34 &
20174F 3 H

(O S I A [
MICROELECTRONICS & COMPUTER

Vol. 34 No. 3
March 2017

% 3 1]

T RTL FREHFARD RN E

wooH.ZE & A
CHFRHERSE W FREHORBITIBE . NI RHS 611731

W OE:MAEERVET LN ELRA LA RN RR, R E S = Rt e MR MR AT T RIE RS
Wit ZAmN T AN E iR ENFEE Sk, LDEATEERERMNN ZE T ENE R U AES KDy LEd i,
RTL Z i 5 A H K ARYE perl EF B AW XKL ERAE R M T —F £ T Verilog IEEE 47 8 RTL A 4 K
Ity 07 7 i s AR R Sk B ARE A ¢ R Ty ik vk iy 4 1

KHER: AR D AES £ A D ;RTL 4 ; Verilog; perl

hE S ES: TN492 XERARIRAD : A XEHS: 1000—7180(2017)03—0056—05

A Detection Method of Hardware Trojans Based on RTL
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Abstract: With the development of the integrated circuits and the transform of industrial distribution, it becomes
more and more popular for some company to rely on the third party to design their chips. To ensure the sercurity of
chip design flow has become the concern of people. With the context of the main detections of Hardware Trojan, the
paper proposed a method to detect the RTL level HTs, based on the verilog IEEE characteristics and the AES

benchmarks and the powerful capability of text-matching of perl, thus , to ensure security from the initial design.
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assign PATTEN1 =sigl & sig2 &. sig3 &. ~sigd;
assign PATTEN2 = sig5 &. sigh &- sig7 &. ~sig8;
assign Ten = PATTENI & PATTENZ;

assignFunction = Ten ? FTrojan: Fnormal;
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