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Abstract: Aiming at the design requirements of high security, low power consumption, light implementation and
configurable requirements for radio frequency identification (RFID) and wireless sensor networks ( WSN)
applications, an elliptic curve scalar multiplication circuit is designed. Through the overall optimization of the whole
architecture of the elliptic curve scalar algorithm layer by layer, especially for the lower power design of the core
scalar module: modular multiplication and inversion. Through the Xilinx FPGA tool simulation and the
comprehensive verification of Design Compiler tools of Synopsys, the scalar multiplication architecture is proved
flexible and expandable, one elliptic curve scalar point multiplication over GF(2'%) is only 138 k clock cycles and the
equivalent gate area with TSMC 0. 13 pm is only 11. 9 k, compared with similar designs, the area and the
implementation of the speed has a significant advantage, it can be used for RFID, WSN and other resource-
constrained applications.
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(a)from left to right
input:k and PE= (k1,5 s ko) ki €{0,1}
output: Q=FkP
1. setQ<—0
2. for ¢ from m—1 to 0 do
3. Q<2Q
4. if k;=1 then Q<-Q+P
5. return Q

(b)from right to left
input; 2 and P k= (k,—1,*** ko) ki E{0,1}
output: Q=FkP
1. set Q<0
2. for ¢ from 0 to m—1 do
3.if k;=1 then Q<-Q+P
4, P<-2P
5. return Q
Bk 2 SR ALFRAR T ) Montgomery Ladder #3:
input:£.,PP = (xp,yp) € GF(2™)
B = 1.k, erskiseesky) sk € {0,1)
output:Q = kP = (xq,vq)
1.if £ = 0 or xp = 0 then
return Q = (0,0)and stop
2.8t Xy <—xpsZp <1, Xpg<—ab+b,7p <%
3:for i =m —2 down to 0 do
ifk; =1
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R<Z\,Zpy <~ (XsZp+ X5 ZA)Z
Xo<apZa+Xa XsRZg

R~ Xy, Xy~ X +0Z5.Zy < R* 7§
else

R<Zp,Zy <~ (XuZp+ X5 ZA)Z

Xp < xp Ly +XA XBR Z

R« X, Xa < XA +0Zh.Zy <R Zj

X
4;1‘Q4*272
5:yQ :yp+(IPZA JFAXA) ><T

xp L Z?A
T=XuXpgt+ap(XuZp+XpZs) +yp ZaZp)
6:returnQ(xq.yq)
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A= (At Qs s 5ag) € GF(2™)

B = (b,rl ’b,rz [ abo) € GF@2™)
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input: A(x) = (@u1,""sa1.a,) € GF(2™)

output:C(x)= A(x)*mod f(x)

1:set redunction matrix Rd(0) < A(0)

for i:1 —>m—1 loop

d(2i—1)<=0;d(20) < A(D)

end loop
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2:for j:1—>m—1 loop

temp < d(j)

for 1:0 = m — 2 loop

temp = tempX or (d(m—+7)and R(j) (7))

end loop

end loop

3:returnC(x) < temp
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shift_left

new_C,, a,, new_C, a, new_C, a,

Co G G

new_C,,

S

new_C, new_C, new_C,

B4 GF(2")iE Ery MSB X X &B1THRiERR

INPUT:AEGF(2!%)
OUTPUT.C = A" = A”" 2(m = 163)

1LLA<A® 1ILA<-AXC
2.C< A* 12.C<C2°
JA<AXC 13.A<AXC
4, C<(* 14, C < A2%
5A<-AXC 15.A<AXC
6. C<— A2? 16. C < C2%
7TA<-AXC 17T.A<-AXC
8. C<(C2° 18. C < A2%
9.A<-AXC 19.C<-AXC
10.C< A2°  20.C<(*
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