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A Webspammer Detection Model Based on Structure and Content

YANG Xi-hui
(Network Operation and Maintenance Department , Nanjing Branch, China Telecom , Nanjing 21008, china)

Abstract; With the destruction of the Webspammer is more and more strong, how to efficiently and accurately detect
the webspammer has become an urgent problem. To solve this problem, this paper proposes a webspammer
Detection Model based on Structure and Content (MSD), the model considers the node in the overlaps structure
repeatedly spread Internet rumors is the webspammer. First, In the unit time, from the node that has sent the
information, MSD mining strong spread ability of the node (overlapping structure) ; Then, MSD can detect the the
suspected webspammer according to the similarity between the rumor and the node spread content in the overlapping
structure; Finally, determine the webspammer according to a suspected webspammer spread rumors frequency.
Experimental results show that the MSD model is related to other model has higher accuracy in the detection of
webspammer.
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¥ 1. Overlapping structure discovery algo-
rithm,
input:G,(V,,E,) se, 3
output: Overlapping structure OS.
/ % Phase 1,the edge set clustering * /
1. LCS<(/),CS<(/};
2. Ve€ E.elsClassi fied<FALSE;
3. FOR EACH e€ E DO
4. 1F | elsClassi fied THEN
5. IF e. IsCore THEN
6. elsClassi fied<-TRUE;
7. LCS=LCSUFindLinkComm(e) ;
8. ENDIF
9. ENDFOR
/ * Phase 2, convert link community into node
community % /
10. FOR EACH LC&LCS DO
11. C<(;
12. FOR EACH e=(u,v) IN LC; DO
13. C<CU{u,v};
14. CS=CUC;;
15. ENDFOR
16. ENDFOR
/ % Phase 3, look for overlapping node and
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get overlapping structure % /

17. CS<(;

18. Ve &€ LCS:elsClassi fied<-FALSE;

19. FOR EACH

e LCS(eeLC,ye=(v,u)€C;) DO

20.1F ! e. IsClassified THEN

21. elsClassi fied<-TRUE;

22. IF(ve C; Vue C;) NC;#C; THEN

23.IF v& C; THEN

24, OS<-OSU {v};

25. ELSE

26. OS<-OSU {u};

27. ENDIF;

28. ENDIF;

29. ENDIF;

30. ENDFOR;

31. RETURN OS.

B9k 2. Link community find algorithm Find-
LinkComs.

Input:e,e,u;

output; Link Community(LC).

1. LC<(J;
2. Q. Append(e);
3. e. IsClassi fied<-TRUE;
4. WHILE Q. IsEmpty(O=FALSE DO
5. x<Q. Serve() ;
6. R<{y| (E|DirReach(xsy.esp)) };
7.FOR EACH [ IN R DO
8. IF [. IsClassi fied<-FALSE THEN
9. L. IsClassi fied<-TRUE;

10. IF (. IsCare THEN

11. LC<-LC{l};

12. Q. Append(l);

13. ELSE

14. LC<-LC{L};

15. ENDIF
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