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Botnet traffic detection based on random forest algorithm
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2 Modern Education Technology Center, China Jiliang University, Hangzhou 310018, China)

Abstract: In recent years, Botnets have become one of the serious security threats in the Internet field. Botnet
controllers used bots process to perform a series of malicious activities, such as DDOS attacks, sending spam,
stealing sensitive user information, and so on. Identification of botnet traffic from normal traffic in the massive
internet traffic is an urgent problem. The purpose of this paper was to analyze and identify botnet traffic. The
experiment extracted 9 features from the real botnet traffic data, used the random forest algorithm as the training
model and compared it with 5 other machine learning algorithms. The experimental results show that the proposed
model has the best performance under the given evaluation criteria.
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