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Abstract: Illicit data resale in data trading scenarios exhibited strong concealment and was difficult to detect. An en-
hanced relational graph convolutional network was proposed by optimizing message passing and feature aggregation
with transaction contextual similarity and causal temporal order constraints, enabling effective representation of illicit re-
sale behaviors under complex transaction relations. Based on this model, a detection method was developed to predict
the existence of illicit resale behaviors in transaction topology graphs. A simulated data trading dataset containing anoma-

lous resale samples was constructed, and comparative experiments were performed. The results indicate that the pro-

posed method provides an effective solution for illicit data resale detection in data trading scenarios.
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KK Gy )it L7585y 0 Bk, FLAEUE R K T
TH AL TT 18] L RAE B 2 AT I SR TR 2
EHSH, —c - AT RRX “HEZ G RKZ
57 VAR “RKRZ G-I ERL G AT EECK
(152 5 I 18] Z2 AT 163105 bl 52 AT I ZRAISE 53 18] B
24, HAE R 2 2] 3052 5y 22 18] ) fie /)N Ik 6] 8] B
ATLE ST R AT A A S8 Ebrt
re RAKRIAIIZEAL, BIEF G REFNA T IIZRAN [F 1
WP 77 RE T S48 WEEZET SRR 5 RS
o SRJE, BB RO £ (AT ) 1A R 501 BR )
1E0,1)N, HI7S 2

gi" = 0o (f](AT)) =
sigmoid (d; - AT = ¢} - |AT - b)) (10)

Hort, grime (0,1) 2 B 2130 AR I PP U7 1]
1T, B gpt T O, XhARJE 5 5l j 17 35 5 Ak
SENPEYSY S L (A

52 By Bk 1) 22 43 1 B U S AR A 2 2 B
[ 1) I 0 A A 338 ek R vl 1) 40 J ARG e o A
B IR T [ R JU s R B P T RE T, R
gt S WIBCERER . DRk, SR — B a4
eI 7 g SR T ETR L R i W

)

4

g;““y:=eXp( (11)

S, o R SRR ISR, AT
R T BUR IR SE U, S 51t [ 2
B
BT SR T8 G T g% 5 gr,
¥ LAt 5 B SO AR 19 550 5 R L 40 AR
&y, FEN
5= gt gy (12)
Soofr, oy REAREH 0 5 IR R (6 A PR AR I 4
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Tk R Hp K BT A Y STl I 1 7 1) 4 2 SRS e R T
fff CCA-RGCN R T A 5 L 5 SUAEE “ ek e
S27 AT Gy LR ik ok RIARJEAS B, AT LU Ak
Xof i U 5 A8 51 R e

3.4 CCA-RGCNiZHE!

BT854 TR S BT s B2 L
FGE G T 32 DRI 7 1T A8 5 R SR 20 sRpL], 5t
(1) 128 31 RGON J B A% 388 ML 18 0 AH . 1 40
JET AR Gy bR S BARAL EERCE AR 5 R R
ZYRRE, XA T AR SC CCA-RGCN AU (1) %
OEsy. fEL M RGCNH, AR &7 i j &t r R
A O R AR R, BRI KR XN
POE PR 5 B &R e, B ) i
W Oh; ££ CCA-RGCN W, j fia i A3 )31 2 U
Iy FARPIREE, RN

Msg) = af - 65 - WD (13)
b, al 6% 23 59152 3T A (12) Hh 5E SO IR
B ¥aj 5o G, @B E T IER
AR I AR SR B TR, FERHIE SR A AR okt
RS SRR TR S iRk, A RS T
B 7 T )4 BN 3 B e i s, CCA-
RGCN A& B 1 200 4l 412 B4 36 10 % 65 1147 A
o BFX A FFBETT, 38 AT DAARHE 5 A
HAE BT e ) 225 SR AR A — 8 B R R

B 78 g IR #E R 1 4h,  CCA-RGOCN 5%
RGCN M B AL A X i &I WO\ 34T T
B DT R SRR, R AR
J& T CAOR B (1470 2 2 T i o 4 A5 S A0 J TR
fE “F”, Hurige n) 584548 EHE R
A—8EEE. RAMEREZSWINET, S5ii
RRAR R IIAR 5T U B Mgl 5 D SRR PE R
W SRIAE 2 1 RGON i) (&SI, ey
RAORE A NER SRR, B, 55k M
2 JAH, CCA-RGCN I FH I 145 5k 22 3% 32 R 3 6 Ji
A EEZD, R

Wih = (1 -y W (14)
Horb, D e0,1) £ATUZRMIARETT, T LA R0R
AT SRR B 5 A0 R RURRAE 2 R A R
b,

BT hiddul, &8N CCA-RGCN H &
fEig TR A ()N

Sl 947 %
hW”=42 S a5 WORD +
rERjEj\/r(i)
(1- y<’>>W5”h£-”) (15)

CCA-RGCN M\ %2 5 bR 305 BN A 5 (R SR i
JF 2 SR PR AN J2 T 53 50l 0k 35 B0 5 AT R AT REAIE
B, AR BRI AR R I IR S AL, ST
Xf i M AR SRR AE B B A R AL R AR, IRAb T A
RGCN JEiZ5% [A]— 58 R AR AL 51 s REAIE 22 7 1
DA K& Bsf 1) JIGE > 34E AT 2 455 1) X 6k s« 5 T-GCN,
EvolveGCN X i e 15 R RFAIE Bl B 45 1) Z 2 bl I (7]
A ] R 2 X 2% AN [R], CCA-RGCN B 5G [
SRR AE Gy ¥ A 4T AR A PN A2 B B T 2 i it
FFAIAE Gy bR S BARBLEE .
3.5 ENHERS RN

R B S 5 T R kI 4% 1 L JE CCA-
RGCON Ml — 2 i 2 WS M,  E—ZH% AR
NT =N A28 T AR N R T AR R
AR G INE G ={V.REXY } 4, EAFEHA
FOIALR: AR HY S5 5 FFE x, H 28 5 i )R
FOIIE, FT 0N 7 1T AR & 1T R 58 5y I Ja) 22
M 138 SR AE X, A2 5 bR S0fE BARFAE
(Bl x™) B 5IJE M. % L2 CCA-RGCN ()% H
WP Gt A IR AT AR e, FE I sigmoid
BR 0K i HA B B0 T0,17, 3 mIE A AR I X 4% 1 A i
RIAZ 5 i R i B 58 5 (2 p o

FE A U DX 24 Y1 sk R r s A, — o 28 Qi
5, HARHHEA N

Lunee ==y 2w 3 (p) +(1 =) (1 =p,)

(16)
Hrp, wRIEFEARMERE, v, e {0,125 i1
TEMELRE O RREMEE, 0RREH
L5
74— )2 CCA-RGCN i E iy, WH T4
H RGCN X R E AR W AT (3 o )7k, R

B
wh = al)- v (17)
b=1

Hor, v RIEHERE; BRIEME MM o) 25
HERZR r X A b N EFE R H & R R ,
TN KRR ST B R E . KR i) H B2 AE
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AR R RRHEEBRE ST AITTSE T, sl 2 Al oK
RR A FESHAK R

4 SLWHERSR

4.1 HEE

AR HE T A TF AR 2648 55 8 £E Olist Brazil-
ian E-Commercel®®!, 4% 1 T [ B i W05 546 01
EAE S DTRD. #1X%F FLSEAE 5 I s b i i 5 4T
NEA TR, H 2R AL R S B R A
AR P AR R ) 8, AR SCE e R NI U Y
PRIERE ML EREA . DTRD IFERWITSHE TR
SCHEFE A AR B3R 52 5 P ) S bl 55 i 5 4 46
oy, AT ASE A7 SCPR I B I i B S8 A8 B 5

TSN AR BE AT TRAL S BRER A B R
Lo, FEHUE B RE AT H— L Ab B . KA
AT 5 i i S FL AT Ty ik RS AL B 7 v A
WA HAT N, REZ G WA K7
SFEEARE L, KR A R A S AT
W P RBRERL S B UE R

TEF HEENBY B, RIS PV 7 8 LL i, Ay
IR I B A AE G P U EAVISR L 5, )5
AR &AM ERL 2 1) 7= ID. 25 ID HE
B 2) WG AL 5y B S T7 OR 4 A5 58 5 3277
3) B AL by I [ W T W46 2 By f ) 4) AL Y
L5 R T SRR By 2 (Al R) 2238 5 5 B
1 N IE 8 A8 5y 1 SE 5 FAZ Gy i) 1) 22 4 HG - 5) %
B S AE LG I 4 1 £5% X (8] N 35 203805 6) 47
A 77 SR SRR R B — B

I 2L ¥ DTRD $4s SR 6155 44 375 B H WAL
Yyo RRGVAGEBIAEA[F] e 5 L) T & i
ARG IR T A GiE NI 2050 1% 5% Al
15% (1) 3 M £E, 40 5id A DTRD-1. DTRD-5 #
DTRD-15,

9PEAl CCA-RGCN £ [ 0408 i 0 e 485 Ao Ul &b
oAl FHAESS BRIzt RE, ASGEFE AT RS
YelpChil?" k47 7 X Ll 51256
42 FWRE

ARSI 2 P BA R 7 EAE X E A
AT SEER IR o X LL TR EFE R AL 25715 RUFFAE
AT HIN B AR BB, DL Refs i ARAT 7 ok R I
FHEE X A

Z JZ B FIHL (multilayer perceptron, MLP): X

M AL 5749 B SRAEREAT F 0, TIPS EA S
NI 5y R Z GO 1B e A e fe

GCNUCL: i o 75 P 45 0 1 3R 45 40 8 15 AR AIE
REH N RER, LV 5 R Z R 5
KR

RGCNP2l: 7E GON I{JEAil E5I N2 RAL R,
A DU ASEAE 5 9 R AN R R B A 2 R AR o

GAT2: 38 3 v 2 79 WL A% A ] 408 J AR AE 43
B & AL, A DA AR RBEAS B 1T A

GraphSAGER®Y: R 2 F R AL 140 5 3R 4 5
W&, AT LARE R F1AE 5 1 RURT ] 5 R kAT 3 4 50
HEHL

CARE-GNNIL: SR I A 25 [ R AH AU 1 B
SRRk B AL, AT DA I 22 0 D 3 i R VE RS 5
R

PC-GNNUM: B b5 251 i SR A SR s 15 40 8 R
FESENE, W] LLGZ AR ] th A8 5515 RO RIAN-T- )

JIPRUENS EESEG R P14, BT 7135k A
[ (1958 S R i N S AH R (58 5 ok 3 R Sl R kA T
G5 VPE . BAE ST IR 4:2:4 I LU R 2y I ZR4E
RS AIINASE, 4yl H TEAIZR. SHOEBM
PEREVPAL o BRI ZRoR /MR T BRSNS, JF
Gt — A AL = 028 O 4 2% R A8 LA G il 2R 0 A1
1l ) R, HG e 28 ) AL R R Al I 2 A R A L 451 R
B. RILERIEH Adam, 2] F N 1x107°, BEFE
TN Sx1074, BRgs4ERE A 645 I ZRid FE 3L T 36 00E
ENEREAT R SRk, JERA FAE RIS 1kt
G o XF EAE AL P4 e i SR g S B A R HE R
Be B AT A
43 THNIERR

i < Ty B I R DI 55 Hh S R AR B B
DT IEEFEAR, &5 AAERF RPN FRAR 25
Oy BN Z MR TS, A DAL BB A 0] i
BT R RE . DR, A STk ) ROC-
AUC. Fl-macro }z AP iX 3 ™) 28 5k 22 B A # ok
EREPERITEAT FR T -

ROC-AUC £/ Z i E #RAERHE (receiver ope-
rating characteristic, ROC) HiZk T I, A
W SONBERLIE I — A WA G AR ™ 5 — AN IEH
LGHFEAR X, RN W RE AR 2 Y 5 v TG A5 1)
M, AN

ROC-AUC=P (s (x5 (x7)) (18)
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Hordr, s ()RR H B BN A 5 . AUC AR UERH T HA M. [FEN, AT PG H LRIt

FARF B, BE S WAL X 7 5 58 2y A 1)
kP fE

AP (average precision) A Precision-Recall HH
TR, 78 SONAEANR] A 19 23 X [) A A ff 5
AT BT, R

N,
AP= > (R, - R,_,)P, (19)
k=1

Hrr, P 5 R AIZRIRES kAN F 0 BUE N BAS %
5 A%, 5ROC-AUCHHLL, AP HCyERALE
e A [ X R RE SR T, RERS BE L1 S R A A A
DHURE AR 5 HE R 7 TH A R

F1 73 8058 ONKE 2 5 44 [0l 22 1 3 A0 -F 2
N

Fl — 2 - Precision, - Recall,

Precision, + Recall,
Hrh, ¢ FRIRIENIREE . Fl-macro N&ZEH F1 5%
FIARINBETY, RoRA

(20)

c

1 C
F1- =— > FI 21
macro C;‘ . (21)

Mo, CHZERIEL. Fl-macro BERS B M0 &5 Tk
ZHGEAE T, HTHEBRES A L
5 P
4.4 FTHESCUGEE

AN S LR 5B/ DTRD B 42 - ik
ReXt b an R 1 froR, SRS 36 kAT 3 KB 38
DLE G B AA 1, o, IR AN R RIZR 7 9 3R oR 1%
Fetr THER S — A 4. MWRIATLLEH,
A 3L CCA-RGCN 1 B8 B 2 AL T B 3 b b 5 v

1) FEAF B 450015 BT N, MLP {E %
S LB BN MRS M R 4R A TR, U
AN AR 6015 B R A0 3 DA R0 ) i B A AT
Ne Bt — 5 NE4 MG, GCN. GAT 5
GraphSAGE I 1 g B A Frok s, (HEAREE 558
A, JUHAE DTRD-1 1% — B i A -5 2040 4 1,
FoA I AE ) PR, L, GCN5 GATFI-
macro Il AP ¥ T 0.5, KIHFEAL 5k K H 7
JRIIZEAE TS, AR R 5 P B s LA S B TE 8 52
5y 53 MG B A8 5 1A AKX 48

2) X HR VE 3% SR AF 3R AT 202k 1 P A5 B 7 A
M GE - RIH — 2. PC-GNN @ 5] AAT
RSN RAE, (EAR S LBl 5 R ORRE TS R 2
(ORI RO, R B X 2831 3 A AT S A5 B T2
il S RE AR AT RIS o SR, %R
FEA A 2T R, W5 E P UERERS
IR AR A B . CARE-GNN 3 it 51 46 J& 77
S ACE LS, £ R ERRT T A XS
i3 N E e, (H M RE XA R R BN
B, EANF R B B RIS .

3) RGCN @ B R L R H KRR, EAN
[ S5 EL A3 4 BT 38 9 AL HE R O AR TR A I A g
OUE T R ARG BAEE M SR EZER, 75
DTRD-15 ¥4z %4, H AP %]0.889 7. RGCN
ToEX A — 0 R BN AR RURFAE 2 e 1 LA R I
(MR AT gASE, PR T 3 B B A R

AHTEZ R RZEBILR E, CCA-RGCN i —35
Bk T AR B fEiE T A, AR I E T

1 RS2 b 5 T 45 18 BUZE DTRD 3424 b i AERT L
DTRD-1 DTRD-5 DTRD-15
1A
Fl-macro ROC-AUC AP Fl-macro ROC-AUC AP Fl-macro ROC-AUC AP

MLP 0.616 4 0.666 3 03127 0.709 0 0.8267 0.5154 0.638 5 0.847 5 0.6330
GCN 0.486 5 0.785 4 0.4320 0.5020 0.858 3 0.597 6 0.587 5 09114 0.687 6
GAT 0.474 5 0.8262 0.3700 0.5873 0.9202 0.664 2 0.649 7 09199 0.675 4
GraphSAGE 0.534 1 0.8177 0.471 6 0.6254 0.8772 0.707 7 0.697 0 09141 0.788 2
RGCN 0.666 0 0.8859 0.638 3 0.7277 0.9313 0.828 4 0.788 5 0.958 8 0.889 7
CARE-GNN 0.496 0 0.738 8 0.401 1 0.717 1 0.844 9 0.403 1 0.765 1 0.864 3 0.460 4
PC-GNN 0.686 7 0.844 6 0.4328 0.730 7 0.862 4 0.671 4 0.754 2 0.8870 0.719 2
CCA-RGCN 0.664 2 09359 0.783 1 0.772 1 0.978 3 0.884 6 0.791 0 0.984 1 0.9335
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EFEE T RS R B B 2% B AL SR U7 vk 123+

VIR B RS 7558 LUK DTRD-1 £
f£rh, HAPAH0.7831, B3 =T RGCN]0.638 3,
TR RE IR F] 22.69%, i B FEAR I AT 37 5t A
RUSKE 578 B A 0 URS HE P e 70 2 1 58 . CCA-
RGCN X425 b F A5 BAALE m BAFAE “Jeskm
27 A Gy RRITE AE 5 T A, TS
S5 RS PR I X 42 FE . #E DTRD-5 5 DTRD-15 %
PEgE, HAE AP 5 ROC-AUC & BIE L Fa b L1
FREER A0 U0, SO RO AR BLTE B HE 7 5
BT, TR R R .

T AT E AN R A AR T T R AR A1
i, ASCAEDTRD-5 Hils 4 FxfbE 1 - B R i M
RS EPRIIZR, W& 3 iR,

1.0

08 F

0.6 |

—0—-CCA-RGCN )
—& -PC-GNN A
0.4 || —v -CARE-GNN \
—0-RGCN
—#—GraphSAGE
02} - GAT

GCN

MLP

R

0.2 04 0.6 0.8 1.0
A3

3 AR A R LSS 1 PR 2] EL

B3 AT LUE H, CCA-RGCN [ i 2 B4R 7 T
Hob A2 b BE R0, HKEEHET
B B AR R AN, FERR A Bl R 2 A T ATh R LT
Mgk FERIRE 1. M, HARBAE A [ 245
FHFE RS TR, A R 0.8 1,
BHECKREBRMAKTE. ZE LR, CCA-
RGCN 7E S i U B A5 37 55 o B8 A R T E ORAIE
B S 7 o R R RS IR U P R

WA, HEIEAR ST IE Iz A RE DT, AR SCEE—
AR AT B YelpChi L#E4T 7 AFHESERG, &4
BRI R RE AN R 2 P, R SIS 3R AT 3 KL
SIS LA e (R AR . )R CCA-RGCN 7E YelpChi
Bl g bR AERIm AR, (AR AL T b
IKF, R EAERRIRLL, RIZIVEHF A
R MG R, B&—EmEREEZN

&b
He o

&2 HREE YelpChi HHEE _ERIN M AE

ei) Fl-macro ROC-AUC AP
MLP 0.461 1 0.6153 0.208 0
GCN 0.4209 0.6315 0.202 1
GAT 0.607 0 0.760 4 0.393 3
GraphSAGE 0.450 8 0.536 4 0.4312
RGCN 0.598 4 0.743 2 0.460 0
CARE-GNN 0.649 3 0.793 4 0.426 8
PC-GNN 0.679 7 0.818 1 0.480 3
CCA-RGCN 0.594 4 0.748 9 0.462 6

4.5 HELSIIG

A5 38 3 7 @S2 6 6 CCA-RGCON A5 R A 4% i
P AT IR . 7 AT 25 A HO 2 A 1 R
DR, TR ERIAINIE T 3RS, il &
PR -, HR4WS5SH W E R
—3.

1) CCA-RGCN-w/o Dir: %} %} CCA-RGCN 14
AU 57 Ty DR RN 240 TR 3 9N ] AR
P, ZBRAZ G e 1Sy, BRI EBR A28
g7 P XM A B A e o 408 e R AL I )
J7 [ PR O 1 A AT 5 D IR 5

2) CCA-RGCN-w/o Decay: %I %f CCA-RGCN
TR e < BT 58 5 DR SR 24 TR ) ZE RS [ 8 4
P, ZBRAC Gy I IR 9 4y, B EFR(12)
() i, RIT A 45T Bk i i AR vh 4 J5 R AR e
0B 22 Fy I 1] 8] B A 25 6 338 FL G B AT N 2 ST I
SN .

3) CCA-RGCN-w/o Contextual: ¥ & % %
CCA-RGCN #E A i (1) “JT-22 5y b 305 BAH
FE B = T INBUEE” - H 4 M il B A i i 1 o
(AZ Ty b B S0 BARLE R REE A% 47 9 RRAE
AR E I

TEXHE S DTRD-5 b 13 Al s 36 45 R an 3k 3 B
TNe HHER3AIHI, FEBRAT— Bl 5 A M fe s H 3
ANFIRESE TR, W] & A H A 1 A B Aar A 55 v
PR P e = A2 1 A T B AR R

Fefr “HE TR T DR R Y 20 R S R 1%
FEEL” HAE G I 7 T 14583843 )5, CCA-RGCN (1)
Fl-macro. ROC-AUCAHIAP%7IH10.772 1. 0.978 3.
0.884 6 [%40.741 5. 0.951 0. 0.832 0. X {iHILE
S B AT IS, 28 G DR RN 7 41 & R ik 5%



- 124 - W ofE ¥ M 47 %
G RPN ML R o . XSRS BT EA Ui 1R A TFEE R YelpChi L1 5K

B ERIRAZHHFN, Ak “%X)E
ST AT NI R UL B AT RETE AR K

=3 HRL SR EE R
ei) Fl-macro ROC-AUC AP
CCA-RGCN 0.772 1 09783  0.8846
CCA-RGCN-w/o Dir 0.741 5 09510  0.8320
CCA-RGCN-w/o Decay 0.764 5 09620  0.8633
CCA-RGCN-w/o Contextual ~ 0.755 1 09589  0.8415

B “IHET R 5y R R 29 R S gk v 1 145
B A8 By i (] 22 3985 73 5, CCA-RGCN
("] Fl-macro. ROC-AUC Fl1 AP 73 5] [% 24 0.764 5+
0.962 0. 0.863 3. IX i BH7E 2% ) i ML AL B AT I,
A2 5y [E) (R B AL B P2 A T — e IR . FEBE AL )
Wse R, “OeRIESE” WA by 2 8] A] [A] FE ik
B, EEE ] REPEECR .

Bk Ly T L LT EBABENEE
B J5, CCA-RGCN [f] Fl-macro. ROC-
AUC AP 2 5 F%40.755 1. 0.958 9. 0.841 5. iX
Ut B E @ BUE U AT NIRRT, 25 BT ER
FBIEERE R REE, EHIRZ %, R
— AR T RRESE” BAT N, HSE R
A5 BN SCE BB AR, ) e R B 1
ARtk — ot

TH RS0 45 S EK B, CCA-RGCN i o d i3 Mt
A 00 e N B RO T 22 AN A RIS 23 1 (R A
. A2 5 R R L1 R FIAE 5 bR 3045 B AL )
R AT JRRE ) 2 2] AR — AN,

5 #4ERIE

BT BUEAE 5 s A B T R ),
T T — M 5E ¢ R BB UM 4% CCA-RGCN,  JE4&
t 7 5T CCA-RGCN Ky # % A I 777 . CCA-
RGCN EEWME TG LT 5 BAUE R )
TINBURR R I 42 5 R S NP 240 9 3 g 1 14%
R R o 35 B2 B A ) 7 32 AR 22 ) i sk i
N, FEVIZE G AT IR R G ihth, &d%
JZHE S 1) CCA-RGCN Ab 2, v DL 0R 5 B A id
FEEAEAT NINAS Gy e TESERRIAT, M@ TWHAE
R A R AR IR AU B A2 5 B 4K DTRD . 2T
DTRD (S8 45 R, A7 kA B AR I 14 5E

45 B, CCA-RGCN % — B I B EE 418
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