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Abstract: To address the limitations of existing insider user behavior anomaly detection methods, including weak spatio-
temporal correlation representation, difficulty in identifying stealthy anomalous behaviors, and poor robustness to normal
business fluctuations, we propose TGMC, a graph masked contrastive learning method for insider user behavior anomaly
detection. First, multi-source heterogeneous logs are organized into a sequence of heterogeneous graphs using time win-
dows to characterize interaction relationships between users and business resource entities. Next, a hybrid encoder com-
posed of a graph attention network and a gated recurrent unit is designed to extract spatial topological features and tem-
poral evolution features, respectively, enabling deep coupling across spatiotemporal dimensions. A masked reconstruc-
tion mechanism is introduced to recover the features and edge structures of masked nodes from neighborhood context,
mining neighborhood correlation patterns to enhance the detection capability for stealthy anomalous behaviors. In addi-
tion, a multi-view contrastive learning mechanism is devised: by constructing augmented views, it enforces semantic con-
sistency of the same user’s representations across views while enlarging the representation distance between different us-
ers, thereby learning stable behavior representations and improving recognition robustness. Experiments on the CERT
r4.2 and r5.2 datasets demonstrate that, compared with baseline methods, TGMC improves TPR by 3.59% and 1.59%,
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and reduces FPR by 5.45% and 2.49%.
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BTRHAE AT AR E, RS N nE
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R B PEAL FEFR . AUC /E R ROC i 28 1 & Ak 15
By PR3 AT A7 B A A 1t R vF
AR A W i AN 5 B HH I 275 B . TPR B
S BJCASE RS A S B PR A H R T, A BB N 3 55
RO FEFRZ — . FPR AJ DUR I Mo PP A AR R 1
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w/o Masking 0.6215 0.6816 0.4727 0.5279
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