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Layered Architecture of Enterprise AI Agent Infrastructure:
An Analytical Framework

Based on Cloud Computing Practice

Abstract: The engineering deployment of large language models (LLMs) has given rise to agent systems with autono-
mous decision-making and tool-calling capabilities. However, transitioning from controlled prototypes to enterprise
production still faces six structural challenges: execution isolation, identity governance, tool ecosystem governance,
multi-agent coordination, observability, and ecosystem distribution. Existing research primarily focuses on agent rea-
soning architectures or individual platform capabilities, lacking a systematic infrastructure framework for full-
lifecycle enterprise deployment. This paper proposes a six-layer reference framework covering agent runtime, identity
and security, tool integration, multi-agent orchestration, observability and evaluation, and marketplace distribution.

The design logic of each layer is validated through dual-path verification against both enterprise cloud platforms and
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open-source community projects. A systematic comparison with 3GPP SA2#173 research on KI#18 and KI#19 re-

veals an evolutionary convergence tendency across agent identity, tool invocation, multi-agent coordination, and gov-

ernance security — subject to the caveat that all cited 3GPP contributions are discussion-stage proposals whose out-

comes remain to be confirmed in subsequent standardization. The framework provides an analytical lens from cloud

computing practice for understanding agent-native 6G network architecture evolution.

Key words: agent infrastructure, large language model, multi-agent collaboration, 6G network architecture
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