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Abstract: Integrated sensing and communication (ISAC) technology breaks the limitation of traditional wireless net-
works in which communication and sensing operate independently, and can significantly improve network resource
utilization efficiency and system flexibility. It has been widely applied in various civilian and military fields, such as
smart cities and emergency rescue. However, due to the openness of wireless channels, ISAC systems inevitably intro-
duce more severe information leakage when communication signals are exploited for target sensing, and thus face
more stringent security challenges compared to conventional wireless communication systems. Fortunately, reconfigu-
rable intelligent surface (RIS), which can flexibly reconfigure the wireless transmission environment by adjusting
electromagnetic signal propagation parameters, have shown great potential in enhancing the security performance of
ISAC systems. In this paper, a secure ISAC system with multiple communication users and multiple sensing targets
was considered, and RIS-assisted secure ISAC transmission was investigated. A joint transmit and passive beamform-
ing optimization algorithm for the base station and the RIS was proposed to satisfy sensing constraints while maximiz-
ing the sum secure rate of legitimate users. An alternating optimization framework was developed, in which fractional
programming, successive convex approximation, and semidefinite relaxation techniques were embedded to effectively
solve the original non-convex problem. Simulation results demonstrated the effectiveness of the proposed algorithm.
Under the same parameter initialization in a single convergence test, the achievable sum secure rate of the proposed
method was improved by 49.49% compared with the random RIS phase scheme, and the trade-off between sensing
performance and secure communication was revealed.
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Fig.1 Secure integrated sensing and communication system model
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Table 1 Joint active and passive beamforming algorithm for ISAC secure communications
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