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Abstract: Automatic modulation classification, a core technique for electromagnetic spectrum sensing, serves as a key
sensing task in applications such as spectrum monitoring, yet its adversarial vulnerability poses a severe security threat.
To address the limitations that existing adversarial example detection methods only analyze static features while ignoring
the dynamic cumulative effects of adversarial perturbations during forward propagation, an adversarial example detec-
tion method based on inter-layer activation evolution consistency was proposed. Activation representations from multiple
key network layers were extracted, and autoencoders were trained to learn their activation manifolds. Distance matrices
between samples and class-average activations were constructed in the reconstruction space, and adversarial examples
were detected based on their inter-layer evolution consistency. Experimental results show that an average AUC exceed-
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the security of deep-learning-based spectrum sensing against adversarial attacks.
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7R 42 2 S50 ()7 2 AUC N 94.99%, FIELZE
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£ F, 0dB 1 10dB 2~ 42 = 5B 11735 AUC 73
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352 A%RAEN G
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LA S {5 Lk/dB K77 5 ACC AUC F1 Precision Recall
FGSM 0.8607 0.9214 0.899 0.8703 0.9296

BIM 0.874 0.9313 0.9084 0.8815 0.937

0 PGD 0.8907 0.9624 0.9213 0.8856 0.96

DeepFool 0.9018 0.9596 0.9261 0.929 0.9232
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RML2016.10a
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