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Abstract: The rapid development of the low-altitude economy has accelerated the large-scale deployment of unmanned
aerial vehicles (UAVs). However, unauthorized UAV activities are increasingly threatening urban public safety, giving
rise to severe potential hazards including mid-air collisions, privacy infringements, and non-compliant harassment or at-
tacks against critical infrastructure and public events. Addressing this emerging airspace environment, this paper presents
a systematic review of research on anti-UAV technologies. First, the paper outlines the unique challenges faced by urban
low-altitude security, such as complex sensing environments, difficult target identification, and limited countermeasure
options. Subsequently, centered on three stages—sensing, identification, and countermeasure—the current mainstream
technical means are comprehensively reviewed. At the sensing level, detection technologies including radar, radio fre-
quency (RF), optical and infrared, acoustics, and multimodal fusion are covered; at the identification level, identification
technologies based on identity and behavior are analyzed; at the countermeasure level, neutralization technologies such
as jamming suppression, deceptive hijacking, physical capture, and kinetic damage are summarized. Meanwhile, the core

evaluation metrics and experimental environment settings of each stage are concluded, with a comparison made between
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the differences in academia and industry. Finally, the paper forecasts the future trends of anti-UAV technologies, namely,

networked sensing, intelligent identification, and collaborative countermeasure.

Key words: low-altitude security, anti-UAV technology, multi-source sensing, classification and identification, target

neutralization
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