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Protecting Device for badUSB Based on STM32 Microcontroller
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Abstract: Bad Universal Serial Bus (badUSB) is a kind of device to attack computers by Universal Serial Bus (USB) port. It can camou-

flage as a normal USB device. The computer protective measure by anti-virus software is invalid. The attack from badUSB is very diffi-

cult to block. This paper introduces and verifies a device to block the badUSB by micro-controller USB host. The device is low-cost.small

volume and highly safe.and the communication bandwidth of USB port is normal.
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Base Class | Descriptor Usage Description
01h Interface Audio
02h Both Communications and CDC Control
03h Interface HID (Human Interface Device)
05h Interface Physical
06h Interface Image
07h Interface Printer
08h Interface Mass Storage
0Ah Interface CDC - Data
0Bh Interface Smart Card
0Dh Interface Content Security
0Eh Interface Video
0Fh Interface Personal Healthcare
10h Interface Audio/Video Devices
12h Interface USB Type — C Bridge Class
13h Interface [‘JSB Bulk Display Protocol Device
Class
3Ch Interface 13C Device Class
DCh Both Diagnostic Device
EOh Interface Wireless Controller
EFh Both Miscellaneous
FEh Interface Application Specific
FFh Both Vendor Specific
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