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Abstract: A machine learning detection method for aero-engine system false data injection attacks

based on Gramian angular field (GAF) and densely connected convolutional networks (DenseNet) was
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proposed. Firstly, two attack models of continuous and interval spurious data injection were constructed

based on the simulation dataset of NASA’s commercial modular aero-propulsion system simulation (C-

MAPSS). Secondly, the GAF method was proposed to transform the timing signal obtained by the aero-

engine sensors into the image signal, and a DenseNet-121 network was designed to detect whether the aero

engine was subject to false data injection attack and the type of attack was identified. Finally, the average

classification accuracy of GAF-DenseNet method on T24, T50, and P30 sensors was 98.46%, which was

1.91%, 3.82%, and 0.38% better compared with long and short-term memory, gated recurrent units, and

convolutional neural networks, respectively.

Keywords: aero engine; commercial modular aero-propulsion system simulation (C-MAPSS);

false data injection attack; Gramian angular field (GAF);

densely connected conv olutional networks (DenseNet)

Wiz K LR AT SR % O B &, Has 4T
RS R 5 A/ e T LR A 2 4 AT,
T 4% 7 iy (remaining useful life, RUL) Fil il & % 2
ML B T3 000 5 e 13 45 BH (prognosis and health man-
agement, PHM ) /1% 25 22 21 il 34 701, A4 Y AR 2
A0 S i D o A AR R, JE A REAE B HURD
R E s 3 NI R =2 i (TR i = 2 B Ry
ML 42 7545 o RUL 8% FH T 3l 28 B 25 &
SHLAGE AR B I R SR AR Ak, Sy T B PR 448 4 it 4
AR SR HZ, i W 2 T80t 38 Wi 25 & sl
M0 8 b S Tl R B T A Kt (false data injec-
tion attack, FDIA) ¥, 1] §8 & 5 23 i34 JRH PHM
T B A as & shHl RUL W B8 K H R Fock
AE AP [A] B9 25 5, DT 38 B CHLIE B RAT I AT A
25 R BIHIL S IR R B e A A e e, e ¢S SR
ITAS 24 AT . BT LA, XA ZS & sh ML AL Jks
K PHM 32 31| |6 2% T i $k &, $8 % FDIA HLEE,
AL U FDIA ARSI 7 3, AT 52 B0 K Bsf 44 47 fig
25 KA TR, PR K Shblis it & 2 BA HE
-9

SR, HAT2A AR S Tl S N B £ ¢
AT RCHE SR 3l RUL 100 75 v S e aff 157, 22
MUY FDIA 4 52 0, € % % SCHR P it 25 % sh Al
FDIA Jz FoAG i 75 2: O BF S 82/0 . FDIA J2 4538 g
AR BB 8 Bk A5 5 A ik g, T 3 &R
GEAT R R B BT AN PRI B ) 4 3 1 oK) 24 XA
R s a5l P 4 S e S R o T
W1 FDIA AN 5 B R Go ki, 7 fs W ) | i ss
FRGM LT EET . WA LR = T
Ml 4.0 F1 BRI L A AN B A e RN, — S R
L) R GE AN 0 N TC LR AR B2 I 26 11 45 2 a7 7
5 s KPR G S FDIA (1)
X4, SCHK [13] B4 T FDIA X %S & shHLa 4%

75 o 000 A PR S e, 45 R R B, B AE 8
& & 2% S50 FDIA 2% 7™ 5 3 IK RUL 51 00 o ff
PR SCHR [14-16] CTEMTZS T #20 B shAHSC I
% %t (automatic dependent surveillance-broadcast,
ADS-B) % 4, ADS-B 1 F 2 23R KL 31
IR HA B A, (B AT X ADS-B R4tk
A4S TP oL Moy, 76 T 4T FDIA B, 45 51 2 76 4 i
LB RS EFRB S =T, hHEAIRK
AIREE Rk . B IR ) MR ADS-B IH 2., DAk
Pl B R S8 . ADS-B 7 3 W 45 2 i 1 Bk
i, SCHR [14] F1SCHER [15] B980T 39 3 T 8 B0k
IR LT K 481212 M 4% (long short-term memory
network, LSTM ) [i%) 5 K I 5307, BUASH 3 A R302R «
Cretin %519 X ADS-B & 4t #£17 FDIA, #E17 1 &
BRGNS, 25 08 T W R AL A (AL 45 R
HMZHRIUFE) . BRI SR | Bk
el A RBLR B Tl 55 22 2628 FDIA, 5L R R
iZT LSTM fE2 FDIA BYHI R 5

A SO FH % T R R 23 K s (] Pk NASA)
ST AT S 0 5 KU & S AL IE H 38 17 31 R &L
1) 42 77 il R A 1 S 0 B HiE 4R C-MAPSS!, 58 T
it s & s ML FDIA M S HoR B 7 vk . 78
B G 29 T A T 2% FDIA 1 [H] B FDIA
W A A ] 8 5 T X FDIA R il 77 3k b, 49 90l )
KA IICAZ M 45 (LSTM) | 142478 B4 5.5 19 2%
( gate recurrent unit network, GRU ) Fl145: FUph 28 W) 4%
(convolutional neural network, CNN ) 22y %} J5 44 fiii
25 R BB B R A W I P B3040 2 5 1 A7 i 405K
P At AT IR JF g — PR R T FIH GAF
B AR 05 0K C-MAPSS B8 Y B e B %
e Ay AR KA, DA Al A R O A T 4
DenseNet-121, T & 2 it i 5 04k F#1E £ 47 FDIA



#

7 FMSFESE. FT GAF-DenseNet iYL 2S & shAIL e (B 459 7 A ot 460 1693

—

Pl

1 [ fHIR

1.1 MBAHTANELEP RS
s AL ey 2 e 1 s, i

AL e i BN AT RN 1) M B e e 2 A — YR

LR G0 b IR A A, ML R G
A4 55 2 B R AE AT 2= e B HILAS B A7F 1) B 46 K
Hi Gt o A% S A i ), % 28 B4 B 4 T 5 45 K
DLHEAT BRI M AT A GE 0] 32 BEAR SR ML 2 AR SR 4R
B R EE, AR, X8 F RUL il

B EIER FE
BTk

A

Hu RIS He i A

(i 75 | — E@ﬂ}%muzw

K EIHLRULE T

FDIAR 5|

K1 s RS LB ey R 58

Fig. 1 Aero engine health monitoring system architecture
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Fig. 2 Schematic diagram of FDIA of aero engine
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Fig. 5 Data transformation based on GAF
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